DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
2000 NAVY PENTAGON
WASHINGTON, DC 20350-2000

5720
Ser DNS-36MW/155108064
20 Nov 15
SECRET/N - ?nclassified upon removal of enclosure (1)
From: Chief of Naval Operations (DNS-36)
To: U.s. Department of Justice, Assistant U.S. Attorney
Attn: Mr. Jean-David Barnea
Via: Department of Defense, Freedom of Information Division,

Litigation Support Office

Subj: FREEDOM OF INFORMATION ACT (FOIA) LITIGATION
FOR CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE
GALLAGHER){V; FOIA TRACKING NUMBER DON-NAVY-2015-005730

Encl: (1) Department of State (DOS) memo of 6 Apr 15;
DOS Case Number F-2010-04163; Segment LA-0010R1;
(w/enqls S//NF)
(2) CNO memo dated 20 Nov 15/15S8107975 (U)

1. This is in reference to Freedom of Information Act (FOIA)
litigation from the Department of State (DOS) dated April 6,
2015 in which twenty six classified documents were referred to
our office for rev1ew, as identified in our enclosed index list
(see Tab A). :

2. Please note,!after consulting with two subcomponents
responsible for this type of information, we have determined
that twenty-three documents were denied in their entirety under
FOIA 5 U.S.C. § 5§52 (b) (1), as they are currently and properly
classified in accordance with E.O. 13526 Section 1.4 (C), our
final determination for these documents were previously
coordinated through the Department of Defense, Freedom of
Information Division, Litigation Support Office under DON case
number DON-NAVY-2015-005268.

3. We have determined that one document, identified on our
index list as: C05705690, portions of this document are denied
under FOIA 5 U.S.C. § 552 (b) (1), in accordance with E.O. 13526
Section 1.4 (C) & (D); some portions are denied under FOIA 5
U.S.C. § 552 (b) (6) and (b) (7) (E) an explanation of the
exemptions claimed is provided in the index list. Furthermore
some portions were deemed not responsive to this request, per
DOS guidance; “requester is only seeking specific information
about the 1nc1dent and not interested in any other information

that does not pertain to the incident".
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Subj: FREEDOM OF INFORMATION ACT (FOIA) LITIGATION

FOR CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE

GALLAGHER); FOIA TRACKING NUMBER DON-NAVY-2015-005730
4. BAdditionally, two documents, identified on our index list
as: C05705651 and C05705700, we have determined that some
portions are denied under FOIA 5 U.S.C. § 552 (b) (1), in
accordance with E.O. 13526 Section 1.4 (C) & (D), some portions
are denied under! FOIA 5 U.S.C. § 552 (b)(6) and (b) (7) (E), and
some portions were deemed not regponsive information to the
request. In addition, we identified portions of these documents
contain information that may be of interest to Department of
State, therefore, we have forwarded these documents to that
agency for review and direct response to your office. For DOS
document control; No. C05705700, we have identified a portion of
this document contains informaticn which may be of interest to
Defense Intelligénce Agency (DIA), therefore, we forwarded a ;
copy of this document to that agency for review and direct replyﬁ
to DOS. Enclosur§~(2) ig provided for your information. I

5. Questions coficerning the action this office has taken duringl}
the processing of this consultation may be directed to our FOIA ¥
service center at (202) 685-0412. For gquestions concerning CNO
DNS-36 litigatioh matters, please contact DON FOIA/PA attorney
advisor, Mr. Stewen Fischer at (202) 685-0412, and please
reference our DON FOIA case number DON-NAVY-2015-005730.

Sincerely,

; i
: 4
! :
! - .

R. Patterson
Head, DON FOIA/PA Program Office

Copy to: %
DOS (Ref: F-2010-04163; Segment LA-0010R1) i
CNE-CNA-C6F (Refi: SER SJA/071) I

SECRET/NOFORN - Unclassified upon‘rémoval of enclosure (1)
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Department of State Letter 6 Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA-001 ’ R1;
DON-NAVY-2015-005730 (DON Final response letter dated 20 Nov 15) i

1of9

DOS Control |Number of |Date & Tin;ie of |[DON Exemption | Department of the Navy 1'
Number Pages record claimed Reasons for Withholdings Notdl.
1
: On 10/14/20%, this
The information is deemed properly [document wa
‘ and currently classified in - [forwarded tojgr.
accordance with E.O. 1.4 (C) and Williams at i v:ar‘tment
i thus withheld in its entirety. Such of I?efense L :_:atnon
‘ - ’ Office as reqijested by
information could reasonably be Mr. Jean-Davlll Barnea
: expected to cause identifiable (DOJ Assistad US
§ damage to the national security as it | Attorney) undér Case#
7/1/2010;?_ (b)(1) -withheld |would alert the subject country of  |(DON-NAVY. 1 p15-
C05705608 |6 11:00am in its entirety the tracking of their vessels. |005268) '
!' On 10/14/208%, this
The information is deemed properly [document wis
and currently classified in forwarded tdiMr.
accordance with E.O. 1.4 (C} and Williams at ! ;par.tment
. of Defense ation
thus withheld in its entirety. Such Office as redested by
. information could reasonably be Mr. Jean-Datid Barnea
| expected to cause identifiable (DO} Assistallt U.S.
: damage to the national security as it | Attorney) unifier Case#
7/1/2010; (b)(1) -withheld |would alert the subject country of ({DON-NAVVIglo15-
05705609 6 11:01am; in its entirety the tracking of their vessels. 005268) |
| 0
v 10n 10/14/2; S, this
The information is deemed properly jdocument e
o g forwarded M.
\ and currently classified in T g+
! accordance with E.O. 1.4 (C) and V\?g‘afm S atie pa:tment
: thus withheld in its entirety. Such gm:ee;:; g;;znby
information could reasonably be Mr. Jean-D 4 Barnea
expected to cause identifiable (DO) Assistati U.S.
‘ damage to the national security as it |Attorney) uljer Case#
7/4/2016; {b){1) -withheld would alert the subject country of  [{DON-NAVY ;!015-
05705621 6 12:50pni in its entirety the tracking of their vessels. l005268) |




FOUO

Department of State Letter 61 {Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA- 00 k 1
DON- NAW-2015-005730 (DON Final response letter dated 20 Nov 15) :

DOS Control {Number of [Date & Tinje of |DON Exemption | Department of the Navy
Number Pages record claimed Reasons for Withholdings Notel
{
On 10/14/201%; this
{ ) |=
! The information is deemed properly {document wa
; and currently classified in f°"|‘|"’a'ded fo}
i accordance with £.0. 1.4 (C) and Williams at D4 ; artment
; . e of Defense Litigation
i thus withheld in its entirety. Such X
j . . Office as requ ted by
:- information could reasonably be Mr. Jean-Davi 'Bamea
expected to cause identifiable (DOJ Assistar s,
! damage to the national security as it |attorney) un :, Case#
7/3/2010;; (b)(1) -withheld |would alert the subject country of  |(DON- NAW. s
€05705622 6 11:41am ! in its entirety the tracking of their vessels. 005268) g
| on 10/14/20 , this
The information is deemed properly [document wa.
' and currently classified in :;'I‘:’arded:- r'rtm .
; accordance with E.O. 1.4 (C) and iams at Lgpartmen
: h ithheld in i . Such of Defense Lif atoon
| t us wit ' eld in its entirety. Suc Office as req e te d by
; information could reasonably be Mr. Jean- Da Bt 1 Barnea
expected to cause identifiable {DOJ Assistar§ U S.
| damage to the national security as it | Attorney) unfiéir Case#
7/5/20105 {b){1) -withheld |would alert the subject country of  |{DON-NAVY-§B15-
€05705626 |6 9:19am in its entirety the tracking of their vessels. 005268) il
@ {-‘4
| g
| On 10/14/2085, this
1 The information is deemed properly |document wis
: : : forwarded tagmir.
: and currently classified in o _
! . Williamns at Dfbartment
; accordance with €.0. 1.4 (C) and of Defense Lilization
: thus withheld in its entirety. Such e o oo ool ':ste d by
: information could reasonablybe |y jean-Dalld Barnea
? expected to cause identifiable (DOJ Assista U S.
f damage to the national security as it |Attorney) u ;1 br Casett
7/5/201d; (b)(1) -withheld |would alert the subject country of |(DON-NA !_: 15-
€05705629 6 9:19am ! in its entirety the tracking of their vessels. 005268) il

i
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FOUO

Department of State Letter 6 ‘Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA-OO
DON-NAVY- 2015 005730 (DON Final response letter dated 20 Nov 15)

1;

DOS Control |Number of |Date & Tirtje of [DON Exemption | Department of the Navy 18
Number Pages record ‘ claimed Reasons for Withholdings Notes
i On 10/14/2014, this
The information is deemed properly [document wag.
and currently classified in forvs.rarded to
5 accordance with E.0. 1.4 (C) and Williams at D.‘ ._ r.tment
! thus withheld in its entirety. Such of Defense Ligation
5 ) . Office as requ ted by
information could reasonably be Mr. Jean-DaviliBarnea
expected to cause identifiable (DOJ Assistaniity..
| ~ [damage to the national security as it |attorney) un &t ; Case#t
7/2/2010; (b){1) -withheld |would alert the subject country of {DON-NAW{“; 5.
C05705633 6 12:54pm | in its entirety the tracking of their vessels. 005268) f '
|
| On 10/14/208, this
: The information is deemed properly [document W,,\_;
and currently classified in forwarded togs
accordance with E.O. 1.4 (C) and Williams at C E‘r artment
i . L. . of Defense Lifi#ation
! thus withheld in its entirety. Such Office as reqq f bicted by
' information could reasonably be Mr. Jean-Dawvil ¥ Barnea
5 expected to cause identifiable (DOJ Assistard ’U S.
? damage to the national security as it [Attorney) un i Case#
7/3/2010; (b){1) -withheld |would alert the subject country of (DON-NAVY J15-
C05705635 |2 11:35am ! in its entirety the tracking of their vessels. 005268) ; '
i
: g
i On 10/14/20 ;u this
The information is deemed properly |document wi:
! and currently classified in forwarded toir.
accordance with E.O. 1.4 (C) and Williams at '5 partment
t . of Defense I. atcon
; thus withheld in its entirety. Such Office as reqlfsted by
information could reasonably be Mr. Jean-Davl & Barnea
5 expected to cause identifiable (DO) Assistarlh IU s.
; damage to the national security as it |attorney) u .- Case#t
7/2/20103 (b)(1) -withheld |would alert the subject country of  {(DON- NAVY ) 15-
€05705636 6 12:54am: in its entirety the tracking of their vessels. 005268)

30of9




FOUO

Department of State Letter 6§Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA-00
DON-NAVY-2015-005730 (DON Final response letter dated 20 Nov 15) i)

DOS Control |Number of |Date & Tinie of |DON Exemption | Department of the Navy
Number Pages record { claimed Reasons for Withholdings No
Z On 10/14/201%, this
The information is deemed properly [document wa
] and currently classified in forwarded to
accordance with E.Q. 1.4 (C) and Willrams at Depes r.tment
; . - . of Defense Litfation
thus W|th_held in its entirety. Such Office as requilsted by
i information could reasonably be Mr. Jean-DaviliBarnea
expected to cause identifiable (DO) Assistan@il).s.
i damage to the national security as it {Attorney) un .’ Case#
7/3/2010; (b){1) -withheld |would alert the subject country of  |{DON-NAVY-Z $15-
C05705638 |2 11:35am | in its entirety the tracking of their vessels. 005268)
On 10/14/201; this
‘ The information is deemed properly [document wag
§ and currently classified in fof"f'a'ded toger.
i accordance with E.O. 1.4 (C) and ::'g':;: :::8 ; ;:it:‘e"t
j thus withheld in its entirety. Such | e o oc oo R ted by
information could reasonably be Mr. Jean-DavilliiBarnea
: expected to cause identifiable (DO) Assistarnif.S.
; damage to the national security as it | attorney) undisr Case#
7/3/2010;§ {b)(1) -withheld |would alert the subject country of |(DON-NAVY- 5.
€05705640 |6 11:41am | in its entirety __|the tracking of their vessels. 005268) |
I on 10/14/20%'; this
The information is deemed properly {document wa:
5 and currently ciassified in foi'\n.larded tofulr.
| . Williams at Dilpartment
: accordance with E.O. 1.4 (C) and of Defense Lillgation
| thus withheld in its entirety. Such | o oo o qtlisted by
! information could reasonably be Mr. Jean-Davill Barnea
f expected to cause identifiable (DO} Assista Ms
; damage to the national security as it |attorney) un@iér Caset#
7/6/2010; (b)(1) -withheld |would alert the subject country of |(DON-NAVY-#015-
05705650 |6 12:14pm | initsentirety _|the tracking of their vessels. 005268)

40f9
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Department of State Letter 6 Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA-003PR1;
DON- NAW—2015-005730 (DON Final response letter dated 20 Nov 15) 5

DOS Control  |Number of |Date & Tlm_e of |DON Exemption | Department of the Navy J
Number Pages record ; claimed Reasons for Withholdings Note
| |
Information is deemed properly i)
and currently classified in
i accordance with £.0. 13526 E.O, 1.4
' (C) & (D); OPNAVINST $5513.4€;
SCG ID# 04-17.2 ; DoD Cl Program;
SCG ID# 04-29.1 Human Derived
Information; Exemption B6 was .
[ applied to protect the preparation |Pera memo dit
5 code for the author of the message |November 2002
and the name of the person who this docume i
| conducted the security return to DOSE L the
; . document col ins a
; declassification review; Exemption portion ofth H
; B7E was applied to protect internal |oqyities and § DOS to
g codes, routing identifiers, secured |coordinate wilh DoD
7/7/zo1o;§ (b)(1); (b)(6);  [communications, web and Litigation © ” ¢ (Mr.
C05705651 20 5:34pm | {b)(7IE) telephone numbers. Darrell Willia} )
On 10/14/20%, this
| The information is deemed properly |document ';
l : : forwarded toir.
i and currently classified in Williams at D4 artment
accordance with E.Q. 1.4 (C) and of Defense Ll ation
; thus withheld in its/entirety. Such Office as req ted by
information could reasonably be Mr. Jean-DaviliBarnea
expected to cause identifiable (DOJ Assista ij S.
: damage to the national security as it | Attorney) un@er Caseft
7/6/2010; {b)(1) -withheld |would alert the subject country of  [(DON-NAVY- s
C05705656 |6 12:14pm | in its entirety the tracking of their vessels. 005268) -3
On 10/14/2088, this
! The information is deemied properly [document ""' i
and currently classified in forwarded tafié
: . Williams at D artment
] accordance with E.O. 1.4 {C) and of Defense Liigation
thus withheld inits entirety. Such | . req st ed by
information could reasonably be Mr. Jean-Davl Barnea
% expected to cause identifiable (DO Assistad U S.
damage to the national security as it }attorney) unifér Case#
7/7/20105 (b)(1) -withheld |would alert the subject country of  |{DON-NAVY i 915-
€05705661 |6 11:05am ' in its entirety the tracking of their vessels. 005268)
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FOUO

Department of State Letter 6 Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA—OO R1
DON- NAVY-2015-005730 (DON Final response letter dated 20 Nov 15)

DOS Control [Number of |[Date & Tin?e of |DON Exemption | Department of the Navy 1
Number Pages record ! claimed Reasons for Withholdings Nota§ I
f On 10/14/20 i
‘ The information is deemed properly |document wa
j and currently classified in forwarded toffr.
s’ accordance with £.0. 1.4 (C} and Williams at D,. r_tme"t
; thus withheld in its entirety. Such of Defense Liggation
i ) . Office as requiited by
[ information could reasonably be Mr. Jean-Da daarn ea
| expected to cause identifiable (DOJ Assista : s,
: damage to the national security as it | Artorney) undiéf Casewt
7/7/2016;! (b)(1) -withheld |would alert the subject country of  |(DON-NAVY- >' 15-
C05705667 11:05am | in its entirety ___|the tracking of their vessels. 005268) |
" On 10/14/20 E, this
; The information is deemed properly {d0cument was,
and currently classified in forwarded t Ar.
: accordance with E.Q. 1.4 (C) and Williams at ' artment
i . .. . of Defense L gation
thus withheld in its entirety. Such Office as reqi ‘., ted by
i information could reasonably be Mr. Jean-Da
expected to cause identifiable (DO Assistarif
g damage to the national security as it |Attorney)} un ; Case#t
7/8/2010;_5 (b)(1) -withheld |would alert the subject country of |{DON-NAVY. ,‘ 15
05705683 10:38am | in its entirety the tracking of their vessels. 005268) ;»;
' On 10/14/2085, this
The information is deemed properly {document wis:
and currently classified in forwarded tq¥ir.
5 accordance with £.0. 1.4 (C) and Williams at C§ artment
a . L. ) of Defense Liffization
! thus withheld in its entirety. Such Office as recliiisted by
information could reasonably be i
; expected to cause identifiable &us.
f damage to the national security as it |attorney) urlliér Casest
7/9/2010; (b)(1) -withheld |would alert the subject country of  |{DON-NAVY 15-
€05705686 12:29pm in its entirety the tracking of their vessels. 005268)
H.
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H FOUO
Department of State Letter 6 Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA-001 ,T’Rl;
DON-NAVY-2015-005730 (DON Final response letter dated 20 Nov 15)
T i
DOS Control [Number of |Date & Tinthe of |DON Exemption | Department of the Navy } ¥
Number Pages record | claimed Reasons for Withholdings Not ‘ i
E On 10/14/20%; this
; The information is deemed property |document wa
gﬁ and currently classified in fon.'v.iarded to i
! accordance with E.C. 1.4 (C) and Williams at Dgglartment
. . . of Defense Litgation
‘ thus withheld in its entirety. Such . i
| ) . Office as requiiis ed by
; information could reaso_n_ably be Mr. Jean-Da »'{Barnea
| expected to cause identifiable (DOJ Assista r s.
2 damage to the national security as it |Attorney) undii Casest
. 7/8/2010;! (b)(1) -withheld [would alert the subject country of (DON-NAVY-"": 5-
C05705687 |6 10:38am ' initsentirety  |the tracking of their vessels. 005268) i
: Information is deemed properly and |
: currently classified in accordance 1
with E.0. 13526 E.O. 1.4 (C) & (D); 1
OPNAVINST $5513.4€; SCG ID# 04- i 8
17.2 ; DoD Cl Program; SCG ID# 04- 1.
: 29.1 Human Derived Information; 1
: Exemption B6 was applied to On 10/14/ 2;%’ this
'; protect the preparation code for the document wag:
author of the message and the fon‘/arded tos .
‘ Williams at Dipartment
: name of the person who conducted &
! . ) . ) of Defense Liggation
5 the sea.mty declassnﬁcat!on Teview; |nedice as reql .~ ed by
; Exemption B7E was applred.to Mr. Jean-Dawlii Barnea
; protect internal codes, routing (DOJ AssistalfU.S.
identifiers, secured Attorney) urdlér Case#t
7/«_:,/201(;,%E (b}(1); (b)(6); communications, web and (DON-NAVY-§015-
C05705690 15 S:14pm {b}{7){E) telephone numbers. 005268) :
j On 10/14/2085, this
| Information is deemed properly and [document wis
; e s forwarded td¥r.
’ currently classified in accordance e iy ‘
; . . Williams at (partment
; with E.O. 1.4 (C) anc? thus Wlt.hhe|d of Defense Lilikation
§ in its entirety. Such information Office as reck sted by
; could reasonably by expected to Mr. Jean-Dallil Barnea
cause identifiable damage to the (DOJ Assista & US.
national security as it would alert  |Attorney) u rér Case#
7 /9/2010?; {b){1) -withheld |the subject country of the tracking (DON—NAVY‘:‘A" 15-
€05705696 |7 12:29pm| inits entirety __|of their vessels. 005268) 4

7 0of 9




FOUO

Department of State Letter 6[ Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA-00
DON-NAVY-2015-005730 (DON Final response letter dated 20 Nov 15)

DOS Control [Numberof |Date & Tive of [DON Exemption | Department of the Navy
Number Pages record claimed Reasons for Withholdings Notelf.

I
g information is deemed properly ]
and currently classified in 1
| accordance with E.0. 13526 E.O. 1.4 1.
(C) & (D); OPNAVINST S5513.4E; 1
| SCG ID# 04-17.2 ; DoD C) Program; i
SCG ID# 04-29.1 Human Derived i
f Information; Exemption B6 was &
' applied to protect the preparation
code for the author of the message
and the name of the person who
conducted the security
declassification review; Exemption

portion of théjr:
B7E was applied to protect internal |oqyities and ## DOS to
codes, routing identifiers, secured |coordinate wilh DoD

7/9/zo1o;_f (b)(1); (b){6); communications, web and Litigation Offilié
C05705700 15 5:16pm | (b}{7)E) telephone numbers. Darrell .Willia'_

Information is deemed properly and
4 currently classified in accordance

i with E.O. 1.4 (C) and thus withheld :
in its entirety. Such information ik
could reasonably by expected to Mr. Jean-Da T
cause identifiable damage to the (DO Assistandiiy.S.
national security as it would alert Attorney) un_‘
7/10/2010; (b)(1) -withheld |the subject country of the tracking |(DON-NAVY-3 ;15-
05705706 |7 12:01pm | in its entirety _|of their vessels. 005268) I

f
i
1
i
1
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FOUO

Department of State Letter 6'Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA-00
DON- NAW—2015 005730 {DON Final response letter dated 20 Nov 15)

&

BR1;

DOS Control |[Number of ]Date & ﬁrﬂe of |DON Exemption | Department of the Navy t
Number Pages record { claimed Reasons for Withholdings Note .
3 On 10/14/2014 this
| The information is deemed properly [document wag:,
: and currently classified in forwarded to i
| accordance with £.0. 1.4 (C) and Williams at D "é partment
: . .. . of Defense Lit{lation
: thus withheld in its entirety. Such Office as requ te d by
information could reasonably be Mr. Jean- Daw ~Barnea
expected to cause identifiable (DO) Assistant §is.
i damage to the national security as it [attorney) undili Case#
7/10/2010} (b)(1) -withheld [would alert the subject country of  |(DON-NAVY-215-
05705710 |7 12:01pm e in its entirety the tracking of their vessels. 005268)
: On 10/14/20 !
The information is deemed properly (document wa
and currently classified in Rm:::::ttg ment
; accordance with £.0. 1.4 (C) and e
: ) L. ) of Defense Li ion
i thus withheld in its entirety. Such Office as req éted by
g information could reasonably be Mr. Jean- Dav arnea
expected to cause identifiable (oo) ASSIstan i S,
: damage to the national security as it {Attorney) un Case#
7/11/2010; (b)(1) -withheld |would alert the subject country of (Don-mwv. i 5.
C05705712 |7 12:13pm | inits entirety _|the tracking of their vessels. 005268) i
g on 10/14/20 % this
The information is deemed properly [document wa
and currently classified in forwarded t°
: . Williams at D rtment
; accordance with £.0. 1.4 (C) and of Defense LI jation
thus withheld in its entirety. Such | cc requ fited by
' information could reasonably be MF. Jean-Dav fBarnea
; expected to cause identifiable {DOJ Assistanf{ly.S.
. damage to the national security as it | Attorney) une db ¥ Case#t
7/4/2010; , {b)(1) -withheld would alert the subject country of  |(DON-NAVY- “ 15-
€05707575 6 12:50pm i in its entirety the tracking of their vessels. 005268) i

I

L
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. DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
2000 NAvY PENTAGON
WASHINGTON, DC 20350-2000

. 5720
‘ Ser DNS—36MW/158108065
: 20 Nov 15

SERORENGEGRN - bnclassified upon removal of enclosure (1)

From: Chief of Naval Operations (DNS-36)

To: U.S. Department of Justice, Assistant U.S. Attorney
Attn: Mr.| Jean-David Barnea
‘Via: Department of Defense, Freedom of Information Division,

Litigation Support Office

Subj: FREEDOM O? INFORMATION ACT (FOIA) LITIGATION
FOR CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE
GALLAGHER?; FOIA TRACKING NUMBER DON-NAVY-2015-007021

Encl: (1) Department of State (DOS) memo of 12 Jun 15;

DOS Case Number F-2010-04163; Segment LA-0004;

(w/encls S//NF)

(2) CNO DNS-36 Memo of 9 Oct 15/158107056
| .

1. This is in reference to Freedom of Information Act (FOIA)
litigation from the Department of State (DOS) dated June 12,
2015 in which three classified documents were referred to our
office for review, as identified in our enclosed index list
(see Tab A).

2. After consuﬁting'with the subcomponent responsible for this
type of information, we have determined that one document
identified in our index list as: 032100Z 3 Jun 10 is denied He
under FOIA 5 U.S.C. § 552 (b)(6) and (b) (7) (E) an explanation offf
the exemptions claimed is provided on the index list. i
Furthermore, some portions were deemed not responsive to this
request, per DOS guidance; "requester is only seeking specific
information about the incident and not interested in any other
information that does not pertain to the incident".

3. Accordingly, the remaining two documents were processed
under FOIA case number DON-NAVY-2015-007022. On October 14,
2015, our final release determination was provided to Mr. HA
Darrell Williams, Department of Defense, Freedom of Information
Division, Litigation Support Office (see enclosure 2). ' i
Mr. Williams advised that their office will forward the final
response to Mr.{Jean—David Barnea, Assistant U.S. Attorney.

§




§
i

1

Subj: FREEDOM O? INFORMATION ACT (FOIA) LITIGATION
FOR CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE
GALLAGHERQ; FOIA TRACKING NUMBER DON-NAVY-2015-007021

4. Questions concerning the action this office has taken duringﬁf
the processing of this consultation may be directed to our FOIA i
service center at (202) 685-0412. For gquestions concerning CNO
DNS-36 litigatioh matters, please contact DON FOIA/PA attorney
advisor, Mr. Ste&en Fischer at (202) 685-0412, and please
reference our DON FOIA case number DON-NAVY-2015-007021.

3 Sincerely,

i R. Patterson
i Head, DON FOIA/PA Program Office
f

Copy to: o

DOS (Ref: F-2010-04163; Segment LA-0004)

CNE-CNA-C6F (Ref: SER SJA/071)

—SEPNNTIO. - bnclassified upon removal of enclosure (1)
] .







Department of State Letter 12 Jun 15; D

FOUO

0S Case No. F-2010-04163; Litigation Segment LA-0004;

DON-NAVY-2015-007021 {(DON Response Letter dated 20 Nov 15)
_[Deparm)ent of the Department of
00S Control  [Number of |Date & Time of Nawy Exemptions | Department of the Navy Def release A
Number Pages record {ai ‘; R for Withholdings recom dath N
Exemption B6 was applied to protect the
preparation code of the author of the
; message and the name of the person who
: conducted the security classification
i review the release of which constitute an
' unwarranted invasion of personal privacy.
g Exemption B7E was applied to protect As requested by USDO!? Attorney (Mr. f-David
: internatl codes, routing identifiers, Barnea) this document was forwardedjiiDoD
0321002Z; 6/3/2010; ‘ secured communications, web and Litigation Office for review and coordigiigion with
C05717378 15 6:05pm {b)(6); (P} 7)E) telephone numbers. UsDOJ
t i
; The information is deemed properly and t ‘
' currently classified in accordance with i
i £.0. 1.4 (C) and thus withheld inits {On 10/14/15 this document was fordlified to DaD
I entirety. Such information could Litigation Office under case® 2015-004862)
: reasonably be expected to cause As requested by USDO) Attorney (Mr, Jitin-David
identifiable damage to the national Barnea) this document was forwardedfi§iDoD
DIE |{securitvasit would alert the subject Litigation Office for review and coordif .; n with
C05717368 {7 6/3/2010; 2:44pm o)1) ! country of the tracking of their I Uspo) i
| The information is deemed property and b 18
'f currently classified in accordance with gl :
| E.O. 1.4 (C) and thus withheld in its (On 10/14/15 this document was fordilited to DoD
: entirety. Such information could Litigation Office under caseit 201 2)
: reasonably be expected to cause ‘| s requested by USDOJ Attorney (Mr. JBin-David
: identifiable damage to the nationa) Barnea) this document was forwardediiiiDoD
i IDIF | [security as it would alert the subject Litigation Office for review and coordilliilian with
5717372 |7 6/3/2010; 2:43pm  |(b)() country of the tracking of their vessels, usbo) &
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United States Department of State

Washirnigton, D.C. 20520

SECRET/NOFORN'
(UNCLASSIFIED WHEN SEPARATED FROM ATTACHMENT)

t
{

| Case No. F-2010-04163
g | | Segment: LA-0004
Requester: Katherine Gallagher
TO: Robin Patterson
: OIA Contact
Chief of Naval Operations (DNS-36)
2000 Navy Pentagon
Washington, DC 20350-2000

i g fol
FROM: John F. Hackett, Acting Director
Office of Information Programs and Services

SUBJECT: F é)I/PA Referral for Direct Reply: LITIGATION

In processifng this request, we have located the attached documents
which originated iwith your agency.

Please be adV1sed that this case is in litigation and that the Department
of State (“DOS”) is under an expedited production schedule. Please review

the enclosed material and respond through Assistant U.S. Attorney Jean- _

David Barnea, a:Et Jean-David.Barnea@usdoj.gov, telephone (212) 637-
2679, within thirty (30) days from the date of this letter. We suggest that

you consult with §>four office of general counsel and ask that you send DOS a
copy of your reply to Mr. Barnea. Please refer to our case number in your
copy to us and send it to: A/GIS/IPS/PP/LA, SA-2 Room 8100, Department
of State, Washington, D.C. 20522-8100.

H' you havé any questions, please call the reviewer, James Elliot, at 202-
663-2069; or the case analyst, Stephen Quatannens, at 202 663 1694

Attachments:
Copy of request letter i
Documents: C05717368, C05717372, C05717378 "%

i SECRET//NOFORN
(UNCLAS SIFIED WHEN SEPARATED FROM ATTACHMENT)

i SN 12 206




CLASSIFICATION: SECRET
Page 1 of 15 i

From:  svcsmartmfi
Sent: 6/3/2010 6:05:19 PM !
To: SMART Core :

Subject: (U) THREAT ASSESSMENT - TURKEY SECRET/NOFORN//X1 SECRETFGHNOFORN //N03850//
SUBWNCIS THREAT ASSESSMENT FOR TURKEY, COMPLETED 03JUN10/ RMKS/nformation Cut-off Date:

03JUN10 »
i
| SEGRET/NOFORN
é Sensiti
1
MRN: 10 DIRNAVCRIMINVSERY WASHINGTON DC 603408
Date/DTG: J:un 03, 2010 /032100Z JUN 10
From: DIRNAVCRIMINVSERYV WASHINGTON DC
Actlon: NCIS (7l
Captions: SE:NSITIVE, NOFORN
Sensitivity: Sensmve
Subject: (U) THREAT ASSESSMENT - TURKEY SECRET/NOFORNAX! SEGCRETFG
NOFORN //N03850// SUBJNCIS THREAT ASSESSMENT FOR TURKEY, COMPLETED
03JUN10// RMKS/Information Cut-off Date: G3JUN10
[
SECRETNOFORN {

Reviewed byw, I\iCIS, Code 0025/
MTAC Reviewed on: 03 Iul'y 2015
t

CLASSIFICATION: SECRET :
Page 1 of 16 i -

b
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CLASSIFICATION: SECRET ‘i
Page 2 of 16 f
i

PAGE 04 RUEWMFC0408 SE éa-&r-uosoau

QQQQ
SUBJ: (U) THREAT ASSESSMENT - TURKEY
SECRET/NOFORN/X1

SE CRETFG-NOFORN /N3850

SUBJ/NCIS THREAT ASSESSMENT FOR TURKEY, COMPLETED 03JUN10/
RMKS/Information Cut-off Date: 03JUN10

m

(UFOUQ) FGI GUIDANCE: THIS DOCUMENT CONTAINS FOREIGN GOVERNMENT
INFORMATION. ANY DiISCUSSION OF OR REFERENCE TO INFORMATION N THIS
REPORT WITH REPRESENTATIVES OF FOREIGN GOVERNMENTS iS STRICTLY
PROHIBITED. REQUESTS FOR'SANITIZATION OF THE INFORMATION FOR USE i
WITH FOREIGNERS MUST BE COORDINATED WITH AND APPROVED BY THE
ORIGINATING OFFICE THROUGH ESTABLISHED CLEARANCE PROCEDURES. ANY B
REFERENCES TO THIS REPORT INFINISHED INTELLIGENCE SHOULD INCLUDE
THE ABOVE WARNING. !

V)

(U) NOTE: This threat assessmert is in support of the upcoming port
visits to Turkey. It is provided ash threat-awareness briefing

tool for force protection and law enforcement planning.

¥
1
i
i

PAGE 05 RUEWMFC0408 S-E-G-R-E-F-NORORN-
s :
1.(U) EXECUTIVE SUMMARY: |

Not-Responsive Tnformation

-Responsive ITnformation

CLASSIFICATION: SEGRET
Page 2 of 1§
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CLASSIFICATION: SECRET
Pago 3of 16

Not-Responsive Information

CLASSIFICATION: SECRET i
Page 3 of 16 t
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Not-Responsive Information

CLASSIFICATION: SEGRET
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Not-Respansive taformation

CLASSIFICATION: SECRET
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Not-Responsive Information
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Page 6 of 15 |

CCR GALLAGHER/NAVY 2015-007021/0000086

e YT



WilliamsDa
Cross-Out

WilliamsDa
Cross-Out


CLASSIFICATION: SECRET ?
Page 7 of 15 | ¥

Not-Responsive Information

n ;
4. (U) CRIME:
#

A (U) The U.S. Department of Stite assesses the criminal threat in
Turkey is LOW. Narcotics, such as ecstasy and hashish, are available
and may be offered by vendors and taxi drivers in most tourist
areas. Penalties for the use, sale,!or possession of narcotics are
harsh and the release of U.S. citizens charged with such crimes is
unlikely. Bail does not exist and the trial process can take upto
a year. Entrapment is legal in Turkey, and up to half of drug
dealers are believed to be underocdver police.
/] !

|

PAGE 05 RUEWMFC0411 S-E-e-R-ETNOFORN

B. (U) ANTALYA: Violent crime israre in Antalya, and low-level
crime such as petty theft occurs infrequently. There are no
offdimits sections of Antalya or surounding towns. These towns
are generally clean and safe. They cater heavily to foreign
tourists during the summer months and residents are normally P
receptive to U.S. personnel. Many residents speak English. The i 3
summer tourist season in Marmaris runs from May until the end of ! 3
October. During this time, the population increases from :
approximately 40,000-50,000 to at: least 400,000. This increase is
due to an influx of European tourists, mainly from Germeany and the
UK. The European tourists are a major source ofincome for the
region and the Marmaris TNP is prpactive in protecting the region.

i ;

C. (U) ISTANBUL: Violent crime is rare in Istanbul, though low-level
crime such as pelty theft has incredsed. in Istanbul, street crime

is most common inthe Taksim Square area, in Sukanahmet, and in
areas around the Grand bazaar and Spice bazaar. Visitors have been

i
i
i
|

i
CLASSIFICATION: SECRET g
Page 7 of 16 !
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CLASSIFICATION: SECREJS
Page 8 of 15

robbed while distracted by a staged altercation.
7
D. (U) IZMIR: The greatest cnmﬁnaa threat to U.S. personnel in

‘
1

PAGE 06 RUEWMFC0411 SE-S-R-EF-NOFORN

lzmir stems from crimes of opportunity such as pick pocketing and
purse snatching. Certain night clubs and bars are actively

targeting U.S. members and tourists. Once inside, fomale dancers or
waitresses invite themselves to d customer's table and put their
drinks on the customer's tab. The price for these drinks range from
$50.00 to $250.00 U.S dollars per drink. Failure to pay has in the
past resuited in physical oonfrontahons that have led to U.S.

military members being injured.
m

E. (U) MERSIN: Mersin isa popular off-duty leisure location for o
personne! assigned to {ncirik AB|(IAB), particularty during the 3
summer months when IAB persohne! visit area beaches. Violent crime €&
does occur in Mersin but tsoomparable to any other similar sized i 8
city inthe U.S. Low-level crime such as petty theft ocours
frequently. There are no off-hmns sections of Mersin. ;

5. (U} CIVIL DISTURBANCE: |
n :

A (U) Although there are no known planned protests against USN
assets in Turkey, protests and demonstrations by many groups are
common, typically ocourting in thel larger cities. Anti-American

protests in Turkey have usually occurred in Istanbul, 1zmir, Ankara,
or Adana, where there is an established U.S. presence.

Not-Responsive Information

A ()4 SO
n()\ um n l 013326 1A () (17,28)

I
DOS (1) F.O. 13526 L4 (d)

CLASSIFICATION: SECRET i
Page 8 of 16 ;
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DOS (b)) F.O. 13526 14 (d)

E. (U) Protests have occurred thioughout Turkey in response to the
late May 2010 Gaza Aid flotifla incident. About 10,000 protestors
gathered in istanbul to demonstrate against the actions taken by
lsrae! during the incident. In Ankkra, 23 people were detained by
police during their protest ina MdDonalds chain restaurant.
Proteste related to this incident ate likefy to continue in the near
future. Service members are remlnded to avoid large gatherings of
people. (32,39) g

n

6.(U) MEDICAUHEALTHISAFEIY

i

A. (U) The National Center for Mddical lrtelllgence (NCMI) assesses
an INTERMEDIATE R!SK for lnfectlous disease in Turkey, with an
overall disease risk that will adversely impact mission

effectiveness unless force heatth ;protedlon measures are
implemented. |

n

B. (U) NCMI assesses that reoenﬁy reported Hantavirus hemorrhagic
fever with renal syndrome (HFRS} cases inthe Northwestern city of
Bartin confirm the occurrence of Human hantavirus exposure in
Turkey. Hantaviruses are carmied tand transmitied by rodents, which
shed the viruses in their urine. it ls likely that one or more

viruses are circulating and have been present for many vears. ltis

i
'

| b
PAGE 05 RUEWMFC0412 S-E=-8R-E-T-MOFORN g
less likely these reports represent: any new viruses to the region. -
(28) ;
I ; it
C. (U) According to USEMBASSY ! Ankara the Turkish Health Mlmstry has i
reported 480 cases of HIN1 (&Mr’e Flu) since the cutbreak began in

the spring of 2009. (29) :

n

D. (V) Acoordlng to the Infechous Dlsease Alert issued by NCMI on
19DEC08, avian influenza has beqn detected in domestic poultry in
norlhwestern Turkey, though there have been no reports of human

cases. Turkish authorities have eulled thousands of birds in

response. Personne! can avoid exposure to the virus by staying sway
from poultry facilities with live birds, not handling any dead birds

they might find (either in a market brjust laying around), and

consuming only fully cooked loods,

in

E. (U} Turkish health care does nol compare well to that in other

middle -income countries and has 4n overall shortage of alf types of
medical personnel. The most hlghty qualified specialists practice

in Ankara, Istanbul, or lzmir. :

1
§
i
1

PAGE 06 RUEWMFC0412 SEC R ET-NOFORN

i

F. (U) Sanitation varies by Io-bonsbut is typically below U.S.
standards even in major urban aregs. Local food and water sources
(including ice} may be contaminated with pathogenic bacteria,
parasites, and viruses to which most U.S. service members have
fittle or ro natural immunity.

n ‘

|
!
§
i
i
i

CLASSIFICATION: SECRET
Page 9 of 16 i
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CLASSIFICATION: SECGRET
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G. (U) During the warmer months of March through October, ecological

conditions countrywide (particularly in southern areas) support

arthropod vectors, including mosquitoes, ticks, and sand flies with

variable rates of disease transmission.

n i

H. (U) Istanbul is home to The American Hospital, which isa modern,

fully equipped medical facility logated ten minutes from the port.

The hospital has a twenty -four hbur emergency room, ambulance

services and MEDEVAC helicopter.

/Y {

1. {C) Mersin has inadequate medical facilities. Two main hospitals

provide a total capacity of 370 beéds, Mersin hospital Deviet State

has 290 beds and can probably provide emergency care in cases of
|

{

PAGE 07 RUEWMFC0412 SE-CRET NOFORN
extreme urgency. Three other hgspitals are also inthe Mersin area:
Mersin Hospital Isci Sigontala (80 beds); Mersin Hospital Atas
Refinery; and Mersin Hospital Ce:mal Tanriove.

/] H

J. (U) lzmirs Kent Hospital is a modemn, fully equipped medical

facility located fifteen km from thd port. The hospital has a

twenty -four hour emergency roony, ambulance services and MEDEVAC
helicopter. The port of Izmir has an ambuiance parked inthe cruise
ship terminal. !

i :

K. (U) Antalya's local hospital isthe Akdemiz University Hospital.

It is a major trauma center. It is located 8 km from the port. The
hospital can be contacted at 2227 -4343 or request an ambulance by
calling 112.

i {

7. (U) WEAPONS OF MASS DESTRUCTION (WMD)

S L R E 1IN P TG

PAGE 08 RUEWMECQ4
DOS (1) .0, 13326 1.4 (d)

£

8. (U) SECURITY ENVIRONMENT:

Not-Responsive Information

8. (U) MISCELLANEOUS:
in

A (U) This threat assessment was produced from the analysis of all
available intelligence community abd NCIS information‘regardng
Turkey. NC!S conducts routine lfiatson and other security engagement

t
{
|
i

CLASSIFICATION: SECRET
Page 10 of 16
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CLASSIFICATION: SECRET ;
Page 11 of 16 z

;
i

(

activities with the Turkish law en}oroement, primarily through its
representative atthe U.S. Air Force Office of Spedial
Investigations (AFOSI) in Ankard. Any relevant threat information
emerging subsequent to this a ent will be provided under
separate cover to affected DON tomponents.

/i :

B. (U) SOURCES: i
1 :

i

|

T e
. SEGREF/NOFORN-

OF s o e e

'
1
H

PAGE 05 RUEWMFC0413 SE 6 RET-NOFORN
07APRO09. SECRET/NOFORN |
"

(4)

1
1
f
1

i

1

PAGE 06 RUEWMFC0413 S-E-CR-E-T-NOPFORN"

(13) '
UNCLASSIFIED
_

i

‘
I
i
i
i

i
t

|
!
CLASSIFICATION: SEGRET
Page 11 of 15 i
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!
!

PAGE 07 RUEWMFC0413 SE £ R-EF-NOFORN

(15)

SECRET

) IFIED

(18) | T
som e !

" ;
i ———

OIS (b)(T)(E)

ECRELANGOTOTRN

NCLASSIFIED

(28)
UNCLASSIFIED

CLASSIFICATION: SEGRET f
Page 12 of 15 ;
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{

i

PAGE 05 RUEWMFC0414 S-E-6-R-E-F-NOFBRN

SIS UNCLASSIFIED

(34)
SECRET/NOPORNY

EDINCIS (7))

(G A e

PAGE 06 RUEWMFC0414 FE'Q‘R'E'T'NOFORN'
m ;
(38)

T
1

m i

! UNCLASSIFIED

C. (U) NCIS ADMIN DATA: i
REPORT OF INVESTIGATION (GLOSED) 03JUN10
THREAT ASSESSMENT () CONTROL: ~ 03JUN10 -25B2-0193-5GNAC

i

PAGE 07 RUEWMFC0414 SE-S-R-E-T-NOPORN

CHTHREAT ASSESSMENT ISTANBUL, TURKEY

MADE AT/0025/NCISHQ/LT m

ACTION

MTAC: UPDATE THREAT ASSE$SMENT

DIST: ONLY REPORT i

7 !

10. (U) U.S. POINTS OF CONTAG‘T FOR INCIDENT REPORTING AND FEEDBACK:
1

A (U/fFOUQ) DoD personnel are remlnded of their requirement to
promptly report the following: :

(1) Any unofficial contact with an ofﬁl of a diplomatic

CLASSIFICATION: SEORET—
Page 13 of 16 i
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CLASSIFICATION: SEGRET |
Page 140of 16 !

establishment. i
{2) Any recurting cortact with a hon-U.S. citizen in which financial

ties are established. .
(3) Information concerning sabot{age, terrorist organizations, or
subversive activity that may posa a direct threat to U.S. personnel,
facilities, activities, or resources. |

{4) Requests by anyone, regardiéss of nationaiity, for unauthorized
access to dassified/controlled information.

(5) Any contact with an individual, regardless of nationality, if

|
PAGE 08 RUEWMFC0414 Sﬂ'émNOFORN' B
exploitation by a foreign intelligerice service is suspected. d
(6) Information indicating the deliberate compromise or conveyed {
intention 1o compromise DoD information.
/]
B. (U} Naval Criminal Investigative Service European Field Office
Naples, COMM 39-81-568-4613,: DSN 626-4613.
/] i
C. (U) NCIS Muttiple Threat Alert| Center (MTAC) 24-Hour Watch, COMM
202 433-9490/9418, DSN 288-9480/9418.
7 ;
D. (U) US. Consulate Istanbul, COMM 90-212-335-5000; U.S. Embassy,
Ankara, COMM 90-312-455-5555; USDAO Ankara, COMM 90-312-468-6110,
EXT 300. f
"t 2
E. (V) U.S. Air Force Office of Spgdial Investigations (AFOSI)
Special Agents provide law enfor¢cement and a high leve! of support
to DON assets in Turkey: EUTY Ankara Commercial 90-312-418-1934, DSN
672-2139. NCIS Intelligence Operations Specialist Turan Ozturkoglu
at AFOS| Detachment 521 in Ankara isthe NCIS referent in Turkey for
deployed U.S. Navy and U.S. Matine Corps assets. He can be reached

i
Ny
]

PAGE 09 RUEWMFC0414 1
at COMM: 80-312-418-1934, DSN: 314-672-2139, CELL. 90-532-785-3152,

NIPRNetISII @ ncis.navy.mil, | SIPRNet: NI @ afosi.af.

smil.mil

I/ ;

F. (U} Municipal Police: 412-1369; 155.
/] |

G. (U) Ambulance: 412-1029; 112"r i
1/} ;
H. (U) Husbanding Agent: 0532-210-1449; 0532-215-5166.
1 H

11. (U) PREPARED BY: LT SENEXINE. NC!S MTAC Europe/Africa
Division. :
m !

12. (U) COORDINATED WITH: NA.

W :

PLEASE CONTACT US WITH ANY QUESTIONS/COMMENTS VIA OUR WEB PAGE.
REQUESTS FOR INFORMATION | (RFI) MAY ALSO BE SUBMITTED VIA THE RFI i
SUBMISSION LINK AT: i
SIPRNET HOMEPAGE:

SIPRNET RFI:

i
1

PAGE 10 RUEWMFC0414 S'E'G'R'EFNOFORN‘ i
i ! &

JWICS HOMEPAGE: :
JWICS RFI:

i
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Classified By: Multiple Sources |
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Classified By: Muttiple Sources,
Declassify on: 032059Z Jun 2035
Attachments: metadata.dat
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DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
2000 NAVY PENTAGON
WASHINGTON, DC 20350-2000

! 5720 ,
' Ser DNS-36MW/15S107056
9 Oct 15

SRORBILNQEGRN - Udclassified upon removal ¢of enclosure (1)

From: Chief of Na&al Operations (DNS-36)
To: U.S. Department of Justice, Assistant U.S. Attorney
Via: Department pf Defense, Office of Freedom of Information

Subj: FREEDOM OF INFORMATION ACT (FOIA) CONSULTATION FOR CENTER
FOR CONSTITUTIONAL. RIGHST (MS. KATHERINE GALLAGHER) ;
FOIA TRACKING NUMBER DON-NAVY-2015-007022

Encl: (1) Department of State (DOS) memo of 12 Jun 15;
DOS Caée Number F-2010-04163; Segment LA-0004;
(w/encls S//NF)

1. This is in reference to a Freedom of Information Act (FOIA)
litigation consultation from the Department of State dated June
12, 2015, that agency forwarded three classified documents
marked C05717368 (7 pages), C05717372 (7 pages), C05717378 (15
pages), and referred them to this office for review. The i
following information is provided as our release recommendations i
to DoD FOIA office and for coordination with Department of iﬁ
Justice, U.S. Attorney and for a final release determination to |
Department of Justice and ultimately to the requester.

2. After consulting with the Commander, U.S. Naval Forces 1%
Europe, Africa (CNE-CNA-C6F), it was determined that the subject
documents in Tab A are currently and properly classified in :
accordance with the Executive Order 13526, Section 1.4 (c) which
concerns intelligence activities (including convert action),
intelligence sources or methods of cryptology, and thus exempt
from disclosure under FOIA 5 U.S.C.§ 552 (b)(1l). In addition,
the foreseeable harm of such information could reasonably be
expected to cause identifiable damage to the national security
as it would alert ithe subject country of the tracking of their
vessels. The marked up copy of the subject documents were
provided by the Department of State (see Tab B).




Subj: FREEDOM OF ;NFORMATION ACT (FOIA) CONSULTATION FOR CENTER
FOR CONSTITUTIONAL RIGHST (MS. KATHERINE GALLAGHER) ;
FOIA TRACKING NUMBER DON-NAVY-2015-007022

3. You may instruct the requester that she may appeal any
denials cited by the Commander, U.S. Naval Forces, Europe, and
Africa. Appeals should be in writing to: The Office of the Judge
Advocate General (Code 14), Department of the Navy, 1322
Patterson Avenue, SE, Suite 3000, Washington Navy Yard, DC
20374-5066. The appeal must be received in that office within 60
calendar days from the date of the requester’s letter in order
to be considered.fThe requester should provide a statement
regarding why the .appeal should be granted and include a copy of
_the original request with the appeal letter. It is recommended
that the letter of appeal and the envelope both bear the
notation of “Freedom of Information Act Appeal.”

5. Questions conderning the action this office has taken during
the processing of this consultation may be directed to our FOIA
service center at i(202) 685-0412. For questions regarding DOS
litigation matters, please contact AUSA attorney, Mr. Jean-David
Barnea at (202) 637-2679. For questions concerning CNO DNS-36
litigation matters, please contact DON FOIA/PA attorney advisor,
Mr. Steven Flscher at (202) 685-0412, and please reference the
case tracking number cited above.

Sincerely,

e

R. Patterson
. Head, DON FOIA/PA Program Office

Copy to:
DOS (Ref: F-2010- 04163 Segment LA-0004)
CNE-CNA-C6F (Ref: SER SJA/071)

ssallli!ggggy-- Unclassified upon removal of enclosure (1)
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United States Department of State ; |
i
Washington, D.C. 20520 |

~ Ju 5§
SECRET//NOFORN | N 12 20
(UNCLASSIFIED WHEN SEPARATED FROM ATTACHMENT) i

Case No. F-2010-04163
|

Segment: LA-0004
Requester: Katherine Gallagher
TO: Robin Patterson
FOIA Contact it
Chief of Naval Operations (DNS-36) B |
2000 Navy Pentagon I
Washington, DC 20350-2000 : !
o
FROM: John F. Hackett, Acting Director ' *
Ofﬁce of Information Programs and Services

SUBIJECT: FOI(PA Referral for Direct Reply: LITIGATION il

i 1
In processing this request, we have located the attached documents ‘;5
which originated w§ﬂ1 your agency. ‘

Please be advised that this case is in litigation and that the Department i}
of State (“DOS”) is under an expedited production schedule. Please review | F :
the enclosed matenal and respond through Assistant U.S. Attorney Jean- 4
David Barnea, at Jean-David.Barnea@usdoj.gov, telephone (212) 637-
2679, within thirty (30) days from the date of this letter. We suggest that i =
you consult with your office of general counsel and ask that you send DOSa |
copy of your reply to Mr. Barnea. Please refer to our case number in your i f
copy to us and send it to: A/GIS/IPS/PP/LA, SA-2 Room 8100, Department ‘
of State, Washington, D.C. 20522-8100.

E

8

If you have ainy questions, please call the reviewer, James Elliot, at 202-
663-2069; or the case analyst, Stephen Quatannens, at 202 663 1694

I
{4
i
|
l
i
i
l

r T e
Attachments: ? Dept Of the Navy (OP‘JAV) PA/FOIA Polic it 'i! ffice
Copy of request lpstter Freedom Of Information/Privacy Act Requestt:

ate Received:@[25] 15 Statutory due date:(§ L 241
Documents: C05717368 C05717372, C0571737% ON PATFO!Afoomanlt Trackine Number: 2 4 7022
Acknowledgement d'%tc _MEB___
SECRET//NOFORN g

(UNCLASSIFIED WHEN SEPARATED FROM ATTACHMENT)




DEPARTMENT OF THE NAVY

OFFICE OF THE CHIEF OF NAVAL OPERATIONS
2000 NAVY PENTAGON
WASHINGTON, DC 20350-2000

5720
Ser DNS-36MW/158107057
9 Oct 15

SECRET/NOFORN - Un?lassified upon removal of enclosure (1) -

From: Chief of Na&al Operations (DNS-36)
To: U.S. Department of Justice, Assistant U.S. Attorney
Via: Department of Defense, Office of Freedom of Information

Subj: FREEDOM OF iNFORMATION ACT (FOIA) CONSULTATION FOR
CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE
GALLAGHER) ;; FOTA TRACKING NUMBER DON-NAVY-2015-007023

Ref: (a) Departmént of State (DOS) memo of 12 Jun 15;
DOS Case Number F-2010-04163; Segment LA-0005; (U)
(w/enc1§)(S//NF) :

1. This is in reference to a Freedom of Information Act (FOIA)
litigation consultation from the Department of State dated June
12, 2015, that agency forwarded eight classified documents
marked C05717439 (6 pages), C05717442 (6 pages), C05717465

(6 pages), C05717468 (6 pages), C05717475 (6 pages),

C05717476 (6 pages), C05717515 (5 pages), C05717517 (5 pages).
The following information is provided as our release
recommendations to DoD and for coordination with DOJ and final
release determination.

2. After consulting with the Commander, U.S. Naval Forces
Europe, Africa (CNE-CNA—CGF), it was determined that the
subject documents in Tab A are currently and properly
classified in accordance with the Executive Order 13526,
Section 1.4 (c¢) which concerns intelligence activities
(including convert. action), intelligence sources or methods of
cryptology, and thus exempt from disclosure under FOIA 5
U.S.C.§ 552 (b)(1). In addition, the foreseeable harm of such
information could reascnably be expected to cause identifiable
damage to the natibnal security as it would alert the subject
country of the trabking of their vessels. The marked up copy of
the subject documents were provided by the Department of State
(see Tab B). ‘ :




Subj: FREEDOM OF%INFORMATION ACT (FOIA) CONSULTATION FOR
CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE

4

GALLAGHER);fFOIA TRACKING NUMBER DON-NAVY-2015-007023

3. You may instruct the requester that she may appeal any
denials cited by the Commander, U.S. Naval Forces, Europe, and
Africa. Appeals shpuld be in writing to: The Office of the
Judge Advocate General (Code 14), Department of the Navy, 1322
Patterson Avenue, SE, Suite 3000, Washington Navy Yard, DC
20374-5066. The appeal must be received in that office within
60 calendar days from the date of the requester’s letter in
order to be considered. The requester should provide a
statement regarding why the appeal should be granted and
include a copy of the original request with the appeal letter.
It is recommended that the letter of appeal and the envelope
both bear the notation of “Freedom of Information Act Appeal.”

4. Questions concerning the action this office has taken
during the processing of this consultation may be directed to
our FOIA service center at (202) 685-0412. For questions
regarding DOS litigation matters, please contact AUSA attorney,
Mr. Jean-David Barnea at (202) 637-2679. For questions
concerning CNO DNS-36 litigation matters, please contact DON
FOIA/PA attorney advisor, Mr. Steven Fischer at (202) 685-0412,
and please reference the case tracking number cited above.

1

Sincerely,

- A

R. Patterson
Head, DON FOIA/PA Program Office

Copy to:
DOS (Ref: F- 2010 04163, Segment LA-0005)
CNE-CNA-C6F (Ref: SER SJA/071)

SECRET/NOFORN- - Un?lassified upon removal of enclosure (1)




United States Department of State
Washington, D.C. 20520

SECRET/NOFORN JUN 12 2005

(UNCLASSIFIED WHEN SEPARATED FROM ATTACHMENT)

Case No. F-2010-04163
Segment: LA-0005
s Requester: Katherine Gallagher
TO: Robin Patterson
FOIA Contact
Chlef of Naval Operations (DNS-36)
2000 Navy Pentagon
Washmgton DC 20350-2000

F.f
FROM: John! F Hackett, Acting Director 9")
Ofﬁce of Information Programs and Services

SUBJECT: FOI/PA Referral for Direct Reply: LITIGATION

In processing :this request, we have located the attached documents
which originated with your agency.

Please be advised that this case is in litigation and that the Department
of State (“D0OS”) is under an expedited production schedule. Please review
the enclosed material and respond through Assistant U.S. Attorney Jean-
David Barnea, at Jean-David.Barnea@usdoj.gov, telephone (212) 637-
2679, within thirty (30) days from the date of this letter. We suggest that
you consult with your office of general counsel and ask that you send DOS a
copy of your reply to Mr. Barnea. Please refer to our case number in your
copy to us and send it to: A/GIS/IPS/PP/LA, SA-2 Room 8100, Department
of State, Washington, D.C. 20522-8100.

If you have any questions, please call the reviewer, James Elliot, at 202-
663-2069; or the case analyst Stephen Quatannens, at 202- 663 1694.

Attachments: i Freedom Of Information/Privacy Act Request
Copy of request le!cter : Date Received:@f25/15 Statutory due date: 7/24]
Eight documents | DON PA/FOTA/consult Tracking Number: 2015

E ' Acknowledgement date: & / 5’ i

' . SECRET//NOFORN
(UNCLASSIFIED WHEN SEPARATED FROM ATTACHMENT)

Dept Of the Navy (OPNAV) PA/FOIA Pohcy Offi

E

}ozz




DEPARTMENT OF THE NAVY

; OFFICE OF THE CHIEF OF NAVAL OPERATIONS
| 2000 NAVY PENTAGON
WasHINGTON, DC 20350-2000

5720

- Ser DNS-36MW/155107979
: 2 Nov 15

SECRBI-ANOFORN. - U#classified upon removal of enclosure (1)
From: Chief of Ngval Operations (DNS-36)

To: U.S. Department of Justice, Assistant U.S. Attorney
Via: Departmentgof Defense, Office of Freedom of Information

Subj: FREEDOM OF EINFORMATION ACT (FOIA) CONSULTATION FOR CENTER
FOR CONSTI'I;UI‘IONAL RIGHST (MS. KATHERINE GALLAGHER) ;
FOIA TRACKING NUMBER DON-NAVY-2015-009255

Encl: (1) Depart@ent of State (DOS) memo undated;
DOS Caqe Number F-2010-04163; Segment LA-0006;
(w/encls S//NF)

1. This is in reference to a Freedom of Information Act (FOIA)
litigation consulﬁation from the Department of State undated
memo, that agency forwarded one classified document marked
C05717614 (4 pages) for a review. The following information is
provided as our release recommendations to DoD FOIA office and
for coordination dith Department of Justice, U.S. Attorney and
for a final release determination to Department of Justice, U.S.
Attorney and ulti@ateI& to the requester. Please be advised that
the requester has not been advised of this action.

2. After consulting with the the Director, Naval Criminal
‘Investigative Service (NCIS) (Code OOLJF), it was determined that
some portions of t&e subject document is currently and properly
classified in accordance with the Executive Order 13526, Section
1.4 (C) & (D) which concerns intelligence activities (including
convert action), intelligence sources or methods of cryptology,
and thus exempt from disclosure under FOIA 5 U.S.C.§ 552 (b)(1).
In addition, some portlons are exempt from disclosure to 5
U.S.C. § 552 (b)(a), gince release of this information would
result in a clearly unwarranted invasion of their personal
privacy. In addition, some portions are exempt from disclosure
pursuant to 5 U.S.C. § 552 (b) (7) (E), this information must be
protected as it would disclose techniques and procedures for law
enforcement 1nvesﬁlgatlons or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if
such disclosure could reasonably be expected to risk
circumvention of the law.




Subj: FREEDOM OF ; INFORMATION ACT (FOIA) CONSULTATION FOR CENTER

FOR CONSTITUTIONAL RIGHST (MS. KATHERINE GALLAGHER) ;

FOIA TRACKING NUMBER DON-NAVY-2015-009255
3. You may instruct the requester that she may appeal any
denials cited by the Director, Naval Criminal Investigative
Service (Code OOLJF) Appeals should be in writing to: The Office
of the Judge Advocate General (Code 14), Department of the Navy,
1322 Patterson Avénue, SE, Suite 3000, Washington Navy Yard, DC
20374-5066. The appeal must be received in that office within 60
calendar days from the date of the requester’s letter in order
to be considered. lThe requester should provide a statement
regarding why the !lappeal should be granted and include a copy of
the original request with the appeal letter. It is recommended
that the letter oﬁ appeal and the envelope both bear the
notation of “Freedom of Information Act Appeal.

4. Questions concerning the action this office has taken during
the processing of this consultation may be directed to our FOIA
service center at ;(202) 685-0412. For questions regarding DOS
litigation matters, please contact AUSA attorney, Mr. Jean-David
Barnea at (202) 637-2679. For questions concerning CNO DNS-36
litigation matter#, please contact DON FOIA/PA attorney advisor,
Mr. Steven Fischer at (202) 685-0412, and please reference the
case tracking numbers cited above.

¢

Sincerely,

7 -

: ‘R. Patterson
i Head, DON FOIA/PA Program Office

Copy to: ;
DOS (Ref: F-2010-04163 Segment LA-0006)
NCIS (Ref: SERO0LJF/15U2053)

SBOREPANGEORN. - U&classified upon removal of enclosure (1)
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Sent  G/2010 &:12:19 PM
To: SMART Core - : . ) .
Subjeot: DTS-087-160-2010 SECRET/NOFORNAX! §E C R ET-NOFORN N3850/ SUBWYNCIS MTAC DALY
THREAT SUMMARY DTS-097-160-20104UY/ RMKS/ _
f SECRETINOFORN

From: (D)(7)E)

Reviewed
Reviewed on; 15

GLASSIFICATION: SECRET |

Page fof 4

S, Code 0025/MTAC

1ofo|mvca'|wnvsmv WASHINGTON DC 8087312
Jun 09, 2010 /0620122 JUN 10
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SENSITIVE, NOFORI
Sensitivity: Sensitive .
Subject: DTS-007-160-2010 SECRET/NOFORNJX1 SE.

§

SEC
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SUBJ: DTS-007-160-2010
' TUNOFORNJX1 |
SECRE
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 CLASSIFICATION: SEeRET
" Page 201 4 g

. RV /NOBB5Y/ SUBINCIS 1§
MTAC DALY THREAT SUMMARY DTS-067-T80-2010/{UY/ RMKS/




CLASSIFICATION: SEQRET
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SUBJNCIS MTAC DALY TH‘REAT SUMMARY DTS-097-180-2010/(U)/

RMKS/
U.S. NAVAL CRIMINAL INVESTIGN’IVE SERVICE MTAC DAILY THREAT SUMMARY
(DT 8)

A(U) AFRICOM: NSTR %

]
%(ug CENTCOM: NSTR
[

(b)) F.O. 13326 1.4(C) & (D)

(D)D) E.O. 13326 1.4 (C) & (1))

(D) 1) .0, 13326 1.4 (C) & (D)

i
:

s”u RCE:
1. NCIS, IR 5398 0717 ¢ 10, ¢
PROTEST AGAINST THE AL
GREECE

B RIVED FROMICLASSIFIED [BY: OPNAVINST 8513.14E

WBWWA&WM DIVISION
u ;
ommﬂmm i
E.(U)_PAOOM‘. NSTR

T
F.) SOUTHOOM: NSTR
4

mzmmo (LFOECALES) NATO

SUPPORT ACTVITY  (NSA) SOUDA BAY,

CLASSIFICATION:
Page ot 4

goﬁ ?
]

NCIS reporting remains
classified.
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PAGE 12 RUCOMFI7312 m
G (U) TRANSNATIONAL:

m ;

H. (U) WORLDWIDE: NSTR

it ) :
(U) THE NCIS MTAC DAILY THREAT SUMMARY IS AN INITIATIVE THAT

REPORTS CURRENT THREAT -RELATED ISSUES WHICH COULD AFFECT NAVY AND
MARINE CORPS ASSETS. 1HEDA!.YTHREATSUWARYALSOOOM’ANS MTAC
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