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DEPARTMENT OF THE NAVY
OFRCE OF THE CHIEF OF NAVAL OPERATIONS

2000 NAVY PENTAGON
WASHINGTON, DC 20350-2000

5720
Ser DNS-36MW/15S108064
20 Nov 15

Chief of Naval Operations (DNS-36)
u.s. Department of Justice, Assistant U.S. Attorney
Attn: Mr. 'Jean-David Barnea
Department of Defense, Freedom of Information Division,
Litigatiof Support Office

FREEDOM OF INFORMATION ACT (FOIA) LITIGATION
FOR CENTE* FOR CONSTITUTIONAL RIGHST (MS. KATHERINE
GALLAGHER); FOIA TRACKING NUMBER DON-NAVY-2015-005730

I,
t:
II

, f:
I:

Encl: (1) Depar~ment of State (DOS) memo of 6 Apr 15;
DOS Case Number F-2010-04163; Segment LA-0010R1;
(w/encils S//NF)

(2) CNO memo dated 20 Nov 15/15S107975 (U)

1. This is in r~ference to Freedom of Information Act (FOrA)
litigation from the Department of State (DOS) dated April 6,
2015 in which twenty-six classified documents were referred to
our office for r~view, as identified in our enclosed index list
(see Tab A) .

2. Please note, [after consulting with two subcomponents
responsible for this type of information, we have determined
that twenty-thre~ documents were denied in their entirety under
FOIA 5 U.S.C. § 552 (b) (1), as they are currently and properly
classified in accordance with E.O. 13526 Section 1.4 (C), our
final determination for these documents were previously

I
coordinated thro~gh the Department of Defense, Freedom of
Information Division, Litigation Support Office under DON case
number DON-NAVY-2015-005268.

3. We have dete~mined that one document, identified on our
index list as: C05705690, portions of this document are denied
under ForA 5 U.S~C. § 552 (b) (1), in accordance with E.O. 13526
Section 1.4 (C) ~ (D); some portions are denied under FOIA 5
U.S.C. § 552 (b) (6) and (b) (7) (E) an explanation of the
exemptions claim~d is provided in the index list. Furthermore
some portions were deemed not responsive to this request, per
DOS guidance; "r~quester is only seeking specific information
about the incident and not interested in any other information
that does not pe~tain to the incident".
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FREEDOM Of INFORMATION ACT (FOIA) LITIGATION
FOR CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE
GALLAGHER); FOIA TRACKING NUMBER DON-NAVY-201S-005730
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,
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Ii
Ii

t4. Additionally, two documents, identified on our index list ;.:".:
as: C05705651 and COS70S700, we have determined that some
portions are denied under FOIA 5 U.S.C. § 552 (b) (1), in l
accordance with ~.O. 13526 Section 1.4 (C) & (D), some portionst
are denied under! FOIA 5 U.S.C. § 552 (b) (6) and (b) (7) (E), and I
some portions were deemed not responsive information to the "
request. In addition, we identified portions of these documents :t
contain information that may be of interest to Department of
State, therefore~ we have forwarded these documents to that
agency for review and direct response to your office. For DOS
document control; No. C05705700, we have identified a portion of
this document contains information which may be of interest to
Defense Intelligence Agency (DIA), therefore, we forwarded a
copy of this doc~ment to that agency for review and direct reply
to DOS. Enclosur~ (2) is provided for your information.

5. Questions concerning the action this office has taken during
the processing of this consultation may be directed to our FOIA
service center a~ (202) 685-0412. For questions concerning CNO
DNS-36 litigation matters, please contact DON FOIA/PA attorney
advisor, Mr. Steven Fischer at (202) 685-0412, and please
reference our DO~ FOIA case number DON-NAVY-2015-005730.

Sincerely,

R. Patterson
Head, DON FOIA/PA Program Office

Copy to:
DOS (Ref: F-2010:-04163; Segment LA-0010R1)
CNE-CNA-C6F (Ref: SER SJA/071)

SECRET/NOFORN - ~nclassified upon removal of enclosure (1)
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Department of State Letter 6 Apr 15; DOS Case No. F-201D-04163; Litigation Segment LA-oOl,~Rl;
DON-NAVY·2015-005730 (DON Final response letter dated 20 Noy 15) .. !

"l

DOS Control

Number

Number of

Pages

Date & Time of
I

record ;
DON Exemption

claimed

Department of the Navy

Reasons for Withholdings

I

I :
Not.,

The information is deemed properly

and currently classified in
accordance with E.O. 1.4 (C) and
thus withheld in its entirety. Such

Information could reasonably be

C05705608

C05705609

6

6

I
!

7/1/2.010~
l1:00am:

7/1/2010;
1l:01am;

(b)(l) -withheld
in its entirety

(b)(l) -withheld
in its entiretY

On 10/14/20· .~ this

The information is deemed properly document w~
forwarded to, ~r.

and currently classified in
Williams at 0 ~artment

accordance with E.O. 1.4 (C) and
of Defense C ~ation

thus withheld in its entirety. Such Office as req ~ed by

information could reasonably be Mr. Jean-Da\ ~i Barnea
expected to cause identifiable (DOJ Assista" O.S.
damage to the national security as it Attorney) un~ ~ case#
would alert the subject country of (DON-NAVY"'! 1615-

the trackin6i! of their vessels. 005268) I·

On 10/14/2C ~,this
document W ~
forwarded t· ~r.
Williams at I partment
of Defense L' ~ation
Office as ree:; sted by

Mr. Jean-Da Barnea
expected to cause identifiable (DOJ Assista ;; u.s.
damage to the national security as it Attorney) ur ~r Ca.se#
would alert the subject country of (DON-NAVV "IS-

the tracking of their vessels. 005268) Ii:

On 10/14/2~ ~, this
document ..: ~.The information is deemed properly
forwarded l''tv1r.

and currently classified in Williams at·. ~partment
accordance with E.O. 1.4 (C) and of Defense _gation
thus withheld in its entirety. Such Office as re tksted by

information could reasonably be Mr. Jean-Di 1tki Barnea
expected to cause Identifiable (DOJ Assist ~ U.S.
damage to the national security as it Attorney) u ~er Case#

would alert the subject country of {DON-NAV1 ~015-
the tracking of their vessels. oosZ68):i

C05705621 6

7/4/2.010;
12:50pm

(b)l1) -Withheld
in its entirety

10f9
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~
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Department of State Letter 6!APr 15; DOS Case No. F-2010-04163; Litigation Segment LA-ooilWRlj
DON-NAVV-201S-00S730 (DON Final response letter dated 20 Nov 15) tL

.,'
, ,

Not~L
i j
rt, ,

On 10/14/20 I i] this
. ri

document wa '!

forwarded to 1f'Ir.
Williams at D liiartment
of Defense Li1 ption
Office as req\Jl$ted by

.'1
Mr. Jean-Dav, ~Barnea

expected to cause identifiable (DOJ Assistan ~.s.
damage to the national security as it Attorney) unc ~ Case#

would alert the subject country of (DON-NAVY-, ~5-
the tracking of their vessels. 005268)' f:j

r 1

1[,
On 10/14/20 ,~ this

The information is deemed properly document Wi"
forwarded td ~r.

and currently classified in Williams at D' partment
accordance with E.O. 1.4 (C) and

of Defense L' ~ation
thus withheld in its entirety. Such Office as req i!lsted by

information could reasonably be Mr. Jean-Da,,: Barnea

expected to cause identifiable (OOJ Assista,iJ.S.

damage to the national security as it Attorney) un. ~f Case#

would alert the subject country of (DON-NAVY' i1S-
the tracking of their vessels. 005268)' i:j

The information is deemed properly

and currently classified in

accordance with E.O. 1.4 (C) and

thus withheld in its entirety. Such

information could reasonably be

Department of the Navy
Reasons for Withhofdings

(b)(l) -withheld
in its entirety

(b)(l) -withheld
in its entirety

DON Exemption
claimed

i
:

7/5/2010;
9:19am

7/3/2010;:
11:41am !

Date & Time of,
record :

6

6

Number of
Pages

C05705626

C05705622

DOS Control
Number

The information is deemed properly

and currently classified in

accordance with E.O. 1.4 (C) and

thus withheld in its entirety. Such

information could reasonably be

C05705629 6

7/5/2010;
9:19am I

(b)(l) -withheld
in its entirety

On 10/14/2d lIS, this
document Wii~
forwarded tl '~r.
Williams at I ~artment
of Defense L ~ation
Office as ree ~.'.~sted by
Mr. Jean-Oa ~ Barnea

expected to cause identifiable (DOJ Assista' '[u.s.
damage to the national security as it Attorney) ur ~r Case#

would alert the subject country of (DON-NAW W:t15-,
the tracking of their vessels. 005268);

:
:

:;
,
:
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Department of State Letter 6;Apr 15; DOS Case No. F-201o-04163; Litigation Segment LA-OO ,

DON-NAVY-20:IJS-OOS730 (DON Final response letter dated 20 Nov 15) I

I

li

DOS Control
Number

Number of

Pages
Date & Time of
record

DON Exemption
claimed

Department of the Navy
Reasons for Withholdlngs

The information is deemed properly
and currently classified in

accordance with E.O. 1.4 (C) and
thus withheld in its entirety. Such
information could reasonably be

C05705633

C05705635

C05705636

6

2

6

7/2/2010; :
12:54pm '

7/3/2010;;
11:35am !

7/2/2010f
12:54am;

(b)(l) -withheld
in its entirety

(b)(l) -withheld
in its entirety

(b)(l) -withheld
in its entirety

I:

) ':
On 10/14/201

. ;'ithis
documentwa
forwarded to ....
Williams at 01 ~rtment
of Defense Li1, ~tion
Office as reql. ~ted by
Mr. Jean-Davi ~Barnea

expected to cause identifiable (DOJ Assistan~.s.
damage to the national security as it Attorney) uni~ Case#
would alert the subject country of (DON-NAVY-l.S.

the tracking of their vessels. 005268) :

'I

r
On 10/14/20 ,~~ this

i:;

The information is deemed properly document w~
forwarded to "r.and currently classified in '
Williams at at·;rtmentaccordance with E.O. 1.4 (C) and
of Defense Li .ation

thus withheld in its entirety. Such Office as req ~ted by

information could reasonably be Mr. Jean-Oa'll .:Barnea
expected to cause identifiable (OOJ Assistal1 i~.S.
damage to the national security as it Attorney) un ~ Case#
would alert the subject country of (DON-NAVV-1Ih5-

the trackin~of their vessels. 005268) I . ;
,
i:
t'
I

On 10/14/20 ~, this

The information is deemed properly document w .•
forwarded tc IIi;Ir.

and currently classified in Williams at (J ~artment
accordance with E.O. 1.4 (C) and of Defense L lation
thus withheld in its entirety. Such Office as reqJ ~ted by

information could reasonably be Mr. Jean-Oa' ~ Barnea
expected to cause identifiable (OOJ Assista· )J.5.
damage to the national security as it Attorney) un ~r Case#
would alert the subject country of (DON-NAVY' ~15.
the tracking of their vessels. 005268) I ;'

30f9
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Department of State Letter 6:Apr 15; DOS Case No. F-2010-04163; Litigation Segment LA-OO ,'" 1;
DON-NAVY-20~S-005730(DON Final response letter dated 20 Nov 15) i 'i

DOS Control

Number
Number of
Pages

;,
Date &Ti"le of
record !

DON Exemption
claimed

Department of the Navy
Reasons for Withholdings

!
~ ,'.

I .
Note'j L:

C05705638

C05705640

C05705650

2

6

6

i
f

7/3/2010; ,
1l:35am '

7/3/2010;:
1l:41am :

7/6/2010;
12:14pm'

(b)(l) -withheld
in its entirety

(b)(l) -withheld
in its entirety

(b)(1) -withheld
in its entirety

On 10/14/201. ,,:this

The information is deemed properly document wa
and currently classified in forwarded to ~r.

Williams at DfI, ~rtment
accordance with E.O. 1.4 (C) and ' .

of Defense lit ~tion
thus withheld in its entirety. Such Office as requ ~ed by
information could reasonably be Mr. Jean-Dav 'Sarnea
expected to cause identifiable (OOJ Assistan' ~.s.
damage to the national security as it Attorney) und ~ Case#
would alert the subject country of (DON-NAVY·~.l5-
the tracking of their vessels. 005268) 1";

On 10/14/20 ~; this

The information is deemed properly document wa .
forwarded to, ",.,Ir.

and currently classified in .
Williams at 0 IIartment

accordance with E.O. 1.4 (C) and of Defense U jJlation
thus withheld in its entirety. Such Office as req~ iSted by
information could reasonably be Mr. Jean-DaJ;lBarnea
expected to cause identifiable (DOJ Assistan' il,\J.S.
damage to the national security as it Attorney) unc ~ Case#
would alert the subject country of (DON-NAVY- ~5-
the tracking of their vessels. 005268)' i,l

I
On 10/14/20; ~. this

The information is deemed properly document Wi ~i
forwarded to lilftr.

and currently classified in
Williams at D ~artment

accordance with E.O. 1.4 (C) and of Defense Li, ~ation
thus withheld in its entirety. Such Office as req ~ted by
information could reasonably be Mr. Jean-Da\ ~! Barnea
expected to cause identifiable (DOJ Assistal. :iJ.s.
damage to the national security as it Attorney) un ~r Case#
would alert the subject country of (DON-NAVY', ~15.
the tracking of their vessels. 005268)' !

f "
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Department of Stateletter 6;Apr 15; DOS Case No. F-2010-o4163j Litigation Segment LA-OO. 1;
DON-NAVV-201S-005730 (DON Final response letter dated 20 Nov 15) r

:

II

DOS Control Number of Date & TIn1e of DON Exemption Department of the Navy
Number Pages record i ctalmed Reasons for Withholdings Notel L;

;

II
! Information is deemed properly

r .,'
i

and currently classified in
,

:;',
accordance with E.O. 13526 E.O. 1.4!

I
(C) & (D); OPNAVINST S5513.4E;: ~ i

SCG 10#04-17.2; DoD CI Program;
r, .

I ,
:

SCG 10# 04-29.1 Human Derived I,!;
; Information; Exemption 86 was Hi
I

~I

applied to protect the preparation Per a memoci
I

November 2<1 .015: code for the author of the message:
this docume.,: lilivas; and the name of the person whoI return to DOl ~the,

conducted the security!
document co "'nsa

declassification review; Exemption portion of thl ~,
B7E was applied to protect internal ~DOStoi equities and

I codes, routing identifiers, secured coordinate w .000

7/7/2010;; (b)(l) ; (b)(6); communications, web and Litigation Off i(Mr.
C05705651 20 5:34pm ! (b)(7}(E) telephone numbers. Darrell Willia '-I;"'

i
f...~ ~;
r :,.;

! On 10/14/20 ~J this
:

documentwcli The information is deemed properly,
forwarded to ~r.I and currently classified inI Williams at D ~rtment

accordance with E.O. 1.4 (C) and
of Defense U MDation, thus withheld in its entirety. Such Office as reql' Il!i>ted by,

information could reasonably be Mr. Jean-Dav ~tBarneai

i
expected to cause identifiable (DOJ Assistan. :0.5.

I damage to the national security as it Attorney) un. l~se#I

would alert the subject country of (DON-NAVY";7/6/2010;: (b)(1) -withheld I 5-

C05705656 6 12:14pm i in its entirety the tracking of their vessels. 005268) ol:ij

I

I

On 10/14/20 ~, thisi

I The information is deemed properly documentw
! forwarded tc ~r.
i and currently classified in

Williams at [ ~artment
accordance with E.O. 1.4 (C) and

of Defense li ~ation,
thus withheld in its entirety. Such

! Office as req ~sted by
: information could reasonably be Mr. Jean-Da, ~ Barnea
I expected to cause identifiable (DOJ Assista ),J.S.

damage to the national security as it
I

Iter Case#Attorney) un!

7/7/2010: (b)(1) -withheld would alert the subject country of (DON-NAVY.4 ~15-
the trackine: of their vessels. 005268) I'

C05705661 6 1l:05am l in its entirety f"

i·.··50f9 1,
I:
! ,"
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'RI'Department of State Letter 6i Apr 15; DOS Case No. F-201D-04163j Litigation Segment LA-oO,
." ,

DON-NAVY-20:ls-005730 (DON Final response letter dated 20 Nov 15)
;.,

, ,

DOS Control Number of Date & Ti~e of DON Exemption Department of the Navy
J
I.
j .":

Number Pages record I claimed Reasons for Withholdings Not~
:!
iI,

i,
,;
!,

On 10/14/20~,~J thisI

I
The information is deemed properly documentwa "f,

i
and currently classified in forwarded to ~.

I
Williams at 0 iJartment! accordance with E.O. 1.4 (C) and
of Defense U kation

thus withheld in its entirety. Such
Office as reql ~edbY:

information could reasonably be: Mr. Jean-Dav t,!earnea
I expected to cause identifiable (DOJ Assistan [ifJJ.s.i
i damage to the national security as it Attorney) un~ l~ase#I

7/7/2010; ! (b)(l) -withheld would alert the subject country of (DON-NAVY- 5-
C05705667 6 1l:05am : in its entirety the tracking of their vessels. 005268) 'I:

, ,
I

I

~ this
:

On 10/14/20

The information is deemed properly document w. ~I

~Iand currently classified in forwarded to ..•. r.

Williams at IJ lartment
accordance with E.O. 1.4 (C) and

of Defense li ~ationI

thus withheld in its entirety. Such! Office as req ~ted by:
information could reasonably be; Mr. Jean-Oa'li ~Barnea

I expected to cause identifiable (OOJ Assistar' tJ.S.:

~rCase#damage to the national security as it Attorney) un

7/8/2010;: (b)(l) -withheld would alert the subject country of (DON-NAVY- _15-
C05705683 6 10:38am

I
in its entirety the trackin~of their vessels. 005268) i ii

I .1;.
I r

i

On 10/14/20 ~, this

The information is deemed properly document Wi s·
forwarded tc ~r.

! and currently classified in
Williams at E I¥>artmentI

accordance with E.O. 1.4 (e) and,
of Defense l lJtation,

thus withheld in its entirety. Such Office as req' !Mtsted by
information could reasonably be Mr. Jean-Da It Barnea
expected to cause identifiable (OOJ Assista' .

:;1'u.s.
damage to the national security as it Attorney) UI1 ~rCase#

7Ig/20l0} (b)(l) -withheld would alert the subject country of (DON-NAVY ~U5-
12:29pm: in its entirety the trackine: of their vessels. 005268) ,L'C05705686 7

! i "f t,
;

i

ri ! .

l" :
j.
!

I
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Department of State Letter 6: Apr 15; DOS Case No. F-2010-o4163; Litigation Segment LA-OO~~Rl;
DON-NAVY-201lS-00S730 (DON Final response letter dated 20 Nov 15) : "

DOS Control
Number

Number of
Pages

I
Date & Time of
record

DON Exemption
claimed

Department of the Navy
Reasons for Withholdings

i:
I

Not•. ,

i,1
1 ".

i', ',
1·
j-

I "I

(-
i

C05705687

C05705690

6

15

7/8/2010;:
10:38am I

7/9/2010~
5:14pm !

(b)(l) -withheld
in its entirety

(b}(l); (b)(6);
(b)(7)(E)

On 10/14/20 ~ this

The information is deemed properly document wa ,;!
forwarded to ~.and currently classified in
Williams at D lfartment

accordance with E.O. 1.4 (C) and of Defense U ttion
thus withheld in its entirety. Such Office as reqt I~ed by
information could reasonably be Mr. Jean-Dav ':earnea
expected to cause identifiable (DOJ Assistan ,~.s.
damage to the national security as it Attorney) unc ~ Case#
would alert the subject country of (DON-NAVY- ~S-
the tracking of their vessels. 005268) l .'
InTormation IS deemed properly and

currently classified in accordance

with E.O. 13526 E.O. 1.4 (C) & (0);
OPNAVINST S5513.4E; SCG 10# 04­

17.2; 000 CI Program; SCG 10#04­

29.1 Human Derived Information;
Exemption 86 was applied to On 10/14/20 ~,thiS
protect the preparation code for the document w l~,

forwarded to !"Ir.
author of the message and the 'II' r1 'i,' tWI lams at... ",artmen
name of the person who conducted f D f l' i. t'o e ense ~a Ion
the security declassification review; Office as req$ted by
Exemption B7E was applied to Mr. Jean-Da' _ Barnea
protect internal codes, routing (DOJ Assistar, i~.S.
identifiers, secured Attorney) un er Case#
communications, web and (DON-NAVY ~lS-
telephone numbers. 005268)

C05705696 7

,
7/9/2010;
12:29pml

(b)(l) -withheld
in its entirety

Information is deemed properly and

currently classified in accordance
with E.O. 1.4 (C) and thus withheld

in its entirety. Such information
could reasonably by expected to

cause identifiable damage to the
national security as it would alert
the subject country of the tracking

of their vessels.

70f9

On 10/14/20 1$, this
document w ~;
forwarded tc' ~r.
Williams at [ ~artment
of Defense l ~ation
Office as req ltisted by
Mr. Jean-Da • Barnea
(DOJ Assista ,~!U.S.
Attorney) un ier Case#
(DON-NAVY~ lOIS-
005268) :

1..
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Department of State Letter 6!Apr 15; DOS Case No. F-2010-04163;' Litigation Segment LA-oO~ !lft1;
DON-NAVY-20~S-005730 (DON Final response letter dated 20 Nov 15) .

,
DOS Control Number of Date &Time of DON Exemption Department of the Navy I'

Number Pages record I claimed Reasons for Withholdings Note! f:
! i
I i

I
I

I Information Is deemed properly
;

and currently classified in '."
I accordance with E.O. 13526 E.O. 1.4 ;';!

(e) & (0); OPNAVINST S5513.4E;i
I SeG 10#04-17.2; 000 CI Program;
!

SeG 10#04-29.1 Human Derived ,
:

Informationj Exemption 86 was .",--,

~
~edapplied to protect the preparation Per a memo.

i

code for the author of the message November2( t 15,
this documer[

and the name of the person who ' as
I return to DO' .~the! conducted the security

document eo ~insa,
declassification reviewj Exemption portion of thl ~

! 11:'.
B7E was applied to protect internal equities and jf DOS to,
codes, routing identifiers, secured coordinate WI 1ft DoD

7/9/2010;: (b)(l); (b)(6); communications, web and Utlgation Off! i(Mr.
C05705700 15 5:16pm ! (b)(7){E) telephone numbers. Darrell Willla 'I)

, i
!

: I:,
I On 10/14/201, !J'i this
, Information is deemed properly and document W~.i
I

currently classified in accordance forwarded to ~.
I

Williams at D tlrtmenti with E.O. 1.4 (C) and thus withheld
of Defense Li tionI

in its entirety. Such information ~ted by ,Office as reql
I could reasonably by expected to Mr. Jean-Dav ,o'eamea
: cause identifiable damage to the (DOJ Assistan' ~.s.[

i national security as it would alert Attorney) unc, I!rCase#,

7/10!201Qi (b)(l) -withheld the subject country of the tracking (DON-NAVY-,. .15-o ,
C0570S706 7 12:01pm ! in its entirety of their vessels. 005268) l'.,'

I,
!

"

, .
! .':

jt
!
r
"

,
l;
:

r
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Department of State letter 6!Apr IS; DOS Case No. F-2010-o4163; Litigation Segment LA-oO 1;
! ' e,

DON-NAVY-201~-OO5730(DON Final response letter dated 20 Nov IS)
i, ",

j:

; ....

DOS Control Number of Date & Ti~e of DON Exemption Department of the Navy
i
1

Number Pages record [ claimed Reasons for Wlthholdings Note~ i.'
,

l·
; !
; ;

On 10/14/201 '[this
;

The information is deemed properly document wa
I ....i and currently classified in forwarded to
[

I accordance with E.e. 1.4 (C) and
Williams at DE "rtment

! of Defense Lit ~tion
I thus withheld in its entirety. Such Office as requ, ~ted by
~ information could reasonably be Mr. Jean-Dav;, tBarnea
, expected to cause identifiable (DOJ Assistan ~.s.
i damage to the national security as it Attorney) und ~Case#[

7/10/2010~ (b)(l) -withheld would alert the subject country of (DON-NAVY-~ ~5-
C0570S710 7 12:01pm i in its entirety the tracking of their vessels. 005268) :.',

f . ~i

I
t., ,

I On 10/14/20::1. ~Ithis,,
document wa.i The information is deemed properly

~...: forwarded to.
, and currently classified in

Williams at Dt ~rtment; accordance with E.e. 1.4 (C) and, of Defense lit .tation
thus withheld in its entirety. Such Office as requ ted by

I information could reasonably be: Mr. Jean-Dav ~arnea,
I expected to cause identifiable (DOJ Assistan ~.S.

damage to the national security as it Attorney) und ~case#

7/11/2010; (b)(l) -withheld would alert the subject country of (DON-NAVY-~ tls-
C0570S712 7 12:13pm in its entirety the trackinR of their vessels. 005268) Ii .

, .
I j t
i I

[ i

On 10/14/20 ~ this

The information is deemed properly documentwa ~ :I

,
and currently classified in

forwarded to ~r.
Williams at D flIartment

I accordance with E.e. 1.4 (C) and of Defense li ~tionI

; thus withheld in its entirety. Such Office as reql ~ted by
information could reasonably be Mr. Jean-Dav JBarnea
expected to cause identifiable (OOJ Assistan ~.s.

: damage to the national security as it Attorney) unc '~Case#

7/4/2010;! (b)(l) -withheld would alert the subject country of (DON-NAVY- ~5-
;

C05707575 6 12:S0pm i in its entirety the tracking of their vessels. 005268)

\
I,

I

,

90f9
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DEPARTMENT OF THE NAVY
OFFICE OF THE CttIEF OF NAVAL OPERATIONS

2000 NAVY PENTAGON

WASHINGTON, DC 20350-2000

5720
Ser DNS-36MW/15S108065
20 Nov 15

SJi1QRlIli;'1i8i'i'M( - hnclassified upon removal of enclosure (1)

From:
To:

Via:

Chief of Naval Operations (DNS-36)
u.s. Department of Justice, Assistant U.S. Attorney
Attn: Mr.i Jean-David Barnea
Department of Defense, Freedom of Information Division,
Litigatio~ Support Office

Subj: FREEDOM OF INFORMATION ACT (FOIA) LITIGATION
FOR CENTE~ FOR CONSTITUTIONAL RIGHST (MS. KATHERINE
GALLAGHER~; FOrA TRACKING NUMBER DON-NAVY-2015-007021

!
.,

Encl: (1) Department of State (DOS) memo of 12 Jun 15;
DOS Case Number F-2010-04163; Segment LA-0004;
{w/encls S//NF)

(2) CNO D~S-36 Memo of 9 Oct 15/15S107056
i

1. This is in r~ference to Freedom of Information Act (FOIA)
litigation from the Department of State (DOS) dated June 12,
2015 in which three classified documents were referred to our

I

office for review, as identified in our enclosed index list
(see Tab A) . :

i

2. After consuliting with the subcomponent responsible for this
type of informat;ion, we have determined that one document
identified in our index list as: 032100Z 3 Jun 10 is denied
under FOIA 5 U'9'C, § 552 (b) (6) and (b) (7) (E) an explanation of.·
the exemptions 91aimed is provided on the index list.
Furthermore, some portions were deemed not responsive to this
request, per DOS guidance; "requester is only seeking specific
information abotit the incident and not interested in any other
information that, does not pertain to the incident".

3. Accordingly,1 the remaining two documents were processed
under FOIA case inumber DON-NAVY-2015-007022. On October 14,
2015, our final :release determination was provided to Mr.
Darrell Williams, Department of Defense, Freedom of Information
Division, Litig~tion Support Office (see enclosure 2) .
Mr. Williams advised that their office will forward the final
response to Mr. !Jean-David Barnea, Assistant U. S . Attorney .



Subj: FREEDOM or INFORMATION ACT (FOIA) LITIGATION
FOR CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE
GALLAGHER!); FOIA TRACKING NUMBER DON-NAVY-2015-007021

4. Questions copcerning the action this office has taken during:
the processing o~ this consultation may be directed to our ForA
service center at (202) 685-0412. For questions concerning-CNO
DNS-36 litigatioh matters, please contact DON FOIA/PA attorney
advisor, Mr. Ste~en Fischer at (202) 685-0412, and please
reference our DON FOIA case number DON-NAVY-2015-007021.

Sincerely,
. I

R. Patterson
Head, DON FOIA/PA Program Office

Copy to:
DOS (Ref: F-2010~-04163; Segment LA-0004)
CNE-CNA-C6F (Ref:: SER SJA/071),

-SBSEtEi) Ub a ~ - Unclassified upon removal of enclosure (1)
i
1



Tab A



II
I!

, FOUO
;

Department of State Letter 12 Jun lS; dos Case No. F-201D-04163; Utigation Secment LA-G004;

DON-NAVY-2015-G07021 (DON Response Letter dated 20 Nov 15)
,

Depa~nt of the Oep8rtrnent of
OOSControl Number of Date & Time of Navy Eliemptlons Department of the NllVY Defense release Ii,

Humber Paces record dalmedl "-11$ for Withholdlnes recommendations Notes I

I I;
\

Exemption 86 was applied to protect the f"

preparation code of the author ofthe

I
message and the name of the person who

, conducted the security classification
i review the release of which constitute anI

unwarranted invasion of personal privacy. "

i exemption 87E was applied to protect As requested by USDOJ Attorney (Mr. , ~-DavidI internatl codes, routing identifiers, Bamea) this dowment was forwarded' DoD

0321002; 6/3/2010;
i secured communications, web and Litig.tion Office for review and coondl ~nwith

(b)(6); (b)(7)(E) telephone numbers. USDOJ !
C05717378 15 6:05pm

I
[I,

, The information is deemed properly and iI currentlv classified in accordance with I
;

e.o. 1.4 (e) and thus withheld in its IOn 10/14/15 this document ",as fon ~toDoD
entirety. Such information could Utlptlon OffIce under easel 2015-00 ~J
reasonably be expected to cause As requested by USDOJ Attorney (Mr, , ,In-David
identifiable damage to the national 8arnea) this document was forwardecl 'DoD

security as it would alert the subject Utigatlon OffIce for review and coondi' ~nwith
C05717368 7 6/3/2010; 2:44pm (b)(l) country of the tracking of their vessels. USDOJ

,
: The information is deemed properly and

,
,

currently c1assifled in accordance wlttl I:
E.O. 1.4 (e) and thus withheld in ils IOrIl0/14/15 this document _ fon' /i.- toOoD
entirety, Such information could lltiption Offlce under case# 2015-00 ~)
reasonably be expected to caU5e ' As requested bV USDOJ Attorney (Mr. !"-D.vid
identifiable damage to the national Barneal this document was forwardecl iDoo

i security as it would alert the subject Utlgation Office for review and coord; !Ion with

C05717372 7 6/3/2010; 2:43pm b){l) country of the tracking of their vessels. USDOJ ;
;'

,
;

I
!

:

I

I

I
I,

'!

;
,Ii

! .1

i ·-11;
!

; !
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;
,
i P

I r
I

FOUO

Ii

WilliamsDa
Text Box
DIF

WilliamsDa
Text Box
DIF



,Enclosure 1

i
t

I
Ii
r

. I



•
.'~*....~... '"' .

#>

United States DepaItmentofState

fVashington, D. C. 20520

i
.I I

SECRET//NOFOro-f'
(UNCLASSIFIED \yHEN SEPARATED FROM ATTACHMENT)

,JU~ 12 2015 i
;

. ,

Case No. F-2010-04163
Segment: LA-0004
Requester: Katherine Gallagher

i
. I
.1.'

!
I

i:

r
'. I
, f:

~fJ'"
Jqhn F. Hackett, Acting Director
Oiffice of Information Programs and Services

I

.
Rbbin Patterson
F6IA Contact
Chief ofNaval Operations (DNS-36)
2000 Navy Pentagon
~ashington,DC 20350-2000

!
FROM:

TO:

SUBJECT:' FOI/PA Referral for Direct Reply: LITIGATION

In processipg this request, we have located the attached documents
which originated!with your agency.

.
Please be advised that this case is in litigation and that the Department

of State ("DOS")! is under an expedited production schedule. Please review
the enclosed material and respond through Assistant U.S. Attorney Jean- I

David Barnea, a~ Jean-David.Barnea@usdoj.gov, telephone (212) 637- '. J
2679, within thi~ (30) days from the date of this letter. We suggest that r
you consult with ~our office ofgeneral counsel and ask that you send DOS a I
copy of your repl~ to Mr. Bamea. Please refer to our case number in your 1:

1

:•...

copy to us and sehd it to: AlGISIIPS/PPILA, SA-2 Room 8100, Department
of State, Washington, D.C. 20522-8100. i

If you hav~ any questions, please call the reviewer, James Elliot, at 202- Ii
. ;

663-2069; or the ~ase analyst, Stephen Quatannens, at 202-663-1694. . F
t
I

Attachments: : D?pt Of~he 1\"'7 (C?XAV) FA/FOTA Po
Copy of request letter ~r;:~(:cm r: f r<r~.j·mati0n;7r:-v·~,cy Ac: F<: ~t
Documents: COS717368 C05717372, C05717378 !?rc.RfC::Vf~d:r;h.sJ~5 S~E.:~i(1r:', d": (1 :7/t I.f.//5

!' nn~ P!\i!-{)IA/cnn~l~ftTrf 1:/:ng \\urnne WPI"-'=s:.-==-~_
; :·\f'1:-l'r,.~~lf·.~-::'O""'·f,.,t +~tf't NlA r
! SECRETIINOFORN "':-"'11

(UNCL~SSIFIEDWHEN SEPARATED FROM AITACHMENT)
. I



CLASSIFICATION: SECRET 
Page 1 of 15 

From: svcsmartmfi . 

Sent: 6/3/2010 6:05:19 PM I 
To: SMART Core , 

SUbject: (U) THREAT ASSES~ENT -TURKEY SECRET/INOFORNJ/X1 SECRET FGI NOFORN IIN0385011 
SUBJINCIS THREAT ASSESSMENT FOR TURKEY, COMPLETED 03JUN10// RMKSJinformation ru-off Date: 
03JUN10 I 

MRII: 
DateiDTG: 
From: 
Action: 

captions: 
Sensltlvfty: 
SUbject 

S E C R E T NOFORN 

SECREJIINOFORN 
Sensitive 

~0 DIRNAVCRIMINVSERV WASHINGTON DC 603408 

Jun 03, 2010 /032100Z JUN 10 
6JRNAVCRIMINVSERV 

' 
Sensitive 

I 

(U) THREAT ASSESSMENT -TURKEY SECRET/INOFORN.//X1 S E C R E T FG! 
NOFORN /IN03850// SUBJINCIS THREAT ASSESSMENT FOR TURKEY, COMPLETED 
03{JUN10// RMKS/Information Cut-off Date: 03JUN10 

Reviewed by~.l'{CIS, Code 0025/ 
MTAC Revie~July 2015 

CLASSIFICATION: SECRET 
Page 1 of 16 

CCR GALLAGHER/NAVY 2015-007021/000001

SECRETNOFORN

Reviewedby~,~CIS, Code 00251
MTAC Revie~July2015

SECRET/INOFORN
Sensitive

S~NSlTIVE, NOFORN

se~sitive
I

(U) THREAT ASSESSMENT - TURKEY SECRETIlNOFORN.l1X1 SEC RET FGI
NOFORN 11N0385011 SUBJ/NClS THREAT ASSESSMENT FOR TURKEY, COMPLETED
D~UN101/ RMKSI1nformatitm Cut-olf Date: 03JUN10

m.=U•. _. ._. 4""' --

~O D1RNAVCRIMINVSERV WASHINGTON DC 603408
Jun 03,2010 1032100Z JUN 10

61RNAVCRIMINVSERV WASHINGTON DC

MRII:
Date/DTG:

From:
Action:

captions:
Sensitivity:
SUbject:

.f
m:

----------;----------------------------- ,it:
From: svcsmartmfi . ,I
sent: 613/2010 6:05:19 PM : ~.
To: SMART Core .i
SUbject: (U) THREAT ASSES$4ENT - TURKEY SECRETIINOFORNJIX1 SEC RET FGI NOFORN 11N0385011 t
~s THREAT I""'ESSMENT FOR TURKEY, COMPlETED 03JUN1011 RMKSn""'m"'" ""'Off Do,.. t

'f':j:

r
li~
'!ii'

J.

it
;~

fi
~

\1'[·
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'f,
jt..
;1r::1

li;
:f:.

J
i·

1
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QQQQ i 
SUBJ: (U) THREAT ASSESSMENT -TURKEY 
SECRET/INOFORNJ/X1 1 

S E C R E T FGI NOFORN //MJ3$501/ 
SUBJINCIS THREAT ASSESSMENT FOR TURKEY, COMPLETED 03JUN10// 
RMKS/Information Cut-off Date: 03JUN10 
Ill 
(U/!FOUO) FGI GUIDANCE: THI~ DOCUMENT CONTAINS FOREIGN GOVERNMENT 
INFORMATION. ANY DISCUSSION OF OR REFERENCE TO INFORMATION IN THIS 
REPORT WITH REPRESENTATIVES OF FOREIGN GOVERNMENTS IS STRICTLY 
PROHIBITED. REQUESTS FOR 'SANITIZATION OF THE INFORMATION FOR USE 
WITH FOREIGNERS MUST BE <roQRDINATED WITH AND APPROVED BY THE 
ORIGINATING OFACE THROUGH ESTABLISHED CLEARANCE PROCEDURES. ANY 
REFERENCES TO THIS REPOR/T IN ANISHED INTELLIGENCE SHOULD INCLUDE 
THE ABOVE WARNING. I 
Ill : 
(U) NOTE: This threat assessme~ is in support of the upcoming port 
visits to Tt.rkey. It is provided as a threat-awareness briefing 
tool for force protection and law entorcement planning. 
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SEC RET FGI NOFORN 1Ir-¥J3S5011
SUBJINClS THREAT ASSESSMItNT FOR TURKEY, COMPLETED 03JUN10!/
RMKSflnformation Cut-off Date: 03JUN10
11/
(U/IFOUO) FGI GUIDANCE: THI~ DOCUMENT CONTAINS FOREIGN GOVERNMENT
INFORMATION. ANY DISCUSSION Of' OR REFERENCE TO INFORMATION IN THIS
REPORT WITH REPRESENTATI'\IES OF FOREIGN GOVERNMENTS IS STRICTLY
PROHIBITED. REQUESTS FOR'SANITIZATION OF THE INFORMATION FOR USE
WITH FOREIGNERS MUST BE OOQRDlNATED WITH AND APPROVED BY THE
ORIGINATING OFACE THROUGH ESTABLISHED CLEARANCE PROCEDURES. ANY
REFERENCES TO THIS REPORir IN ANISHED INTELLIGENCE SHOULD INCLUDe
THE ABOVE WARNING. I
II! :
(U) NOTE: This threat assessme~ is in support of the upcoming port
VisIts to Tuf(ey. It is provided as l!l threat-awareness brieling
tool for force protection and lawentorcemert planning.

PAGE 05 RUEWMFC0408 SEd RET NOFORN
11/ I

1. (U) EXECUTIVE SUMMARY: :

CLASSIFICATION: SECRET
Page 2 of 15

:'.
~ '.

WilliamsDa
Cross-Out

WilliamsDa
Cross-Out

WilliamsDa
Cross-Out

WilliamsDa
Cross-Out

WilliamsDa
Line



CLASSIFICATION: SECRET 
Page 3of 15 

CLASSIFICATION: SECRET 
Page 3of 16 

CCR GALLAGHER/NAVY 2015-007021/000003

CLASSIFICATION: SECRET
Page 3 0' 16

CLASSIFICATION: SECRET
Page 3 of 16

WilliamsDa
Cross-Out

WilliamsDa
Cross-Out



CLASSIFICATION: SECRET 
Page 4of 16 

CLASSIFICATION: SECRET 
Page 4of 16 

CCR GALLAGHER/NAVY 2015-007021/000004

CLASSIFICATION: SECRET
Page 40f 16

CLASSIFICATION: SECRET
Page 4 of 16

WilliamsDa
Cross-Out

WilliamsDa
Cross-Out

WilliamsDa
Cross-Out



CLASSIFICATION: SECRET 
Page oof 16 

CLASSIFICATION: SECRET 
Page 5of 15 

CCR GALLAGHER/NAVY 2015-007021/000005

CLASSIFICATION: SECRET
Page 6 of 16

CLASSIFICATION: SECRET
Page 60f 15

WilliamsDa
Cross-Out

WilliamsDa
Cross-Out



CLASSIFICATION: SECRET 
Page 6of 16 

CLASSIFICATION~ SECRET 
Page 6of 15 

CCR GALLAGHER/NAVY 2015-007021/000006

CLASSIFICATION: SECRET
Page Sot 16

CLASSIFICATION: SECRET
Page sot 15

~.

WilliamsDa
Cross-Out

WilliamsDa
Cross-Out



CLASSIFICATION: SECRET 
Page 7 of 15 

Ill 
4. (U) CRIME: 
Ill 
A. (U) The U.S. Department of St~te assesses the criminal threat in 
Turkey is LOW. Narcotics, such as ecstasy and hashish, are available 
and may be offered by vendors a~ taxi drivers in most tourist 
areas. Penalties for the use, sale,ior possesaon of narcotics are 
harsh and the release of U.S. ~ns charged with such crimes is 
unlikely. Bail does not exist and the trial process can take up to 
a year. Entrapment is legal In Turkey, and up to half of drug 
dealers are believed to be undercc!ver police. 
Ill ' 

! 

i 
' 

PAGE 05 RUEWMFC0411 S E C ~ E T NOFORN 
B. (U) ANTALYA: V10lent crime iS: rare in Antalya, and low-level 
crime such as petty theft occurs irlfrequently. There are no 
off-limits sections of Antalya or surrounding towns. These towns 
are generally clean and safe. They cater heavily to foreign 
tourists during the summer month~ and residents are normally 
receptive to U.S. personnel. Many residents speak Engtish. The 
summer tourist season in Marma~ runs from May until the end of 
October. During this time, the pop.dation increases from 
approximately 40,000-50,000 to at\ least 400,000. This increase is 
due to an influx of European tourists, mainly from Germany and the 
UK The European tourists are a major source of income for the 
region and the Marmaris TNP is prpactive in protecting the region. 
Ill 
C. (U) ISTANBUL: VIOlent crime IS rare in Istanbul, though low..Jevel 
crime such as petty theft has incre~sed. In Istanbul, street crime 
is most common in the Taksim Sqlilare area, in SUitanahmet, and in 
areas around the Grand bazaar a~ Spice bazaar. Visitors have been 

CLASSIFICATION: SECRET 
Page 7 of 15 

CCR GALLAGHER/NAVY 2015-007021/000007

CLASSIFICATION: SECRET
Page 7 of 15

III
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A. (U) The U.S. Department of St~te assesses the criminal threat in
Turkey is LOW. Narcotics, such as ecstasy and hashish, are available
and may be offered by vendors a~ taxi drivers in most tourist
areas. Penalties for the use, sale,lor possesaon of narcotics are
harsh and the release of U.S. citi¥ns charged with such crimes is
unlikely. Bail does not exist and the trial process can take up to
a year. Entrapment is legal In Turkey, and up to half of drug
dealers are believed to be l.Ildercxjver police.
1/1 '
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B. (U) ANTALVA: VIOlent crime is:rare in Antalya, and Iow-level
crime such as petty theft occurs irlfrequently. There are no
off-limits sections of Antalya or surrounding towns. These towns
are generally clean and safe. They cater heavily to foreign
tourists during the summer month~ and residents are normally
receptive to U.S. personnel. Many residents speak Engtish. The
summer tourist season in Marma~ runs from May until the end of
October. During this time, the po~ation increases from
approximately 40,000-50,000 to at: least 400,000. This increase is
due to an influx of European tourists, mainly from Germany and the
UK The European tourists are a major source of income for the
region and the Marmaris TNP is prpaclive in protecting the region.
III
C. (U) ISTANBUL: VIOlent crime IS rare in Istanbul, though low-level
crime such as petty theft has inae~sed. In Istanbul, street crime
is most common in the Taksim Sq\il8re area, in SUltanahmet, and in
areas around the Grand bazaar a~ Spice bazaar. Visitors have been
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robbed while distracted by a staged altercation. 
Ill T 
D. (U) IZMIR: The greatest criminal threat to U.S. personnel in 

PAGE 06 RUEWMFC0411 S E f R E T NOFORN 
lzmir stems from crimes ofoppo~ such as pick pocketing and 
purse snatching. Certain night clubs and bars are actively 
targeting U.S. members and tourilsts. Once inside, female dancers or 
waitresses invite themselves to s oostomer's table and put their 
drinks on the customer's tab. ~ price for these drinks range from 
$50.00 to $250.00 U.S dollars p~r drink. Faill.l'e to pay has in the 
past resulted in physical confrontations that have led to U.S. 
military members being injured. 1 

Ill : 
E. (U) MERSIN: Mersin is a pop~lar off-duty leisure location for 
personnel assigned to lnclrlik ABi (lAB), particularly during the 
summer months when lAB persotmel visit a~ea beaches. Violent crime 
does OCOJI' in Mersin but is compjarable to any other similar sized 
city in the U.S. Low-level crime Such as petty theft occus 
frequently. There are no off-lim~ seclions of Mersin. 

nos (h)(1) 1.0. U526 1.-l(d) 

"• I " :::ld I a" • A •· • 
f)(;S (h)( 1) t .0. I ~526 1.~ (d) • 

5. (U) CML DISTURBANCE: 
Ill 
A. (U) Although there are no knoWn planned protests against USN 
assets in Turkey, protests and demonstrations by many groups are 
common, typically occurring in~ larger cities. Anti-American 
protests in Turkey have usually oc;:curred in Istanbul, lzmir, Ankara, 
or Adana, where there is an estab1ished U.S. presence. 

:\ot-Responsi\l' lnfollll,llloll 

Ill 
DOS (h)( 1) I .0. 1 ~526 1.-t (d) 
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robbed while distracted by a sta~ed altercation.
III I

D. (U) IZMIR: The greatest crimInal threat to U.S. personnel in
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Izmir stems from crimes ofoppo~ such as pick pocketing and
purse snatching. Certain night clubs and bars are actively
targeting U.S. members andtourfsts. Once inside, female dancers or
waitresses invite themselves to ~ wstomer's table and put their
drinks on the customer's tab. ~ price for these drinks range from
$50.00 to $250.00 U.S dollars p~r drink. FailLl'e to pay has in the
past resulted in physical confrontations that have led to U.S.
military members being ir1ured. !

III :
E. (U) MERSlN: Mersin is a pop~lar off-duty leisure location for
personnel assigned to lnclnik ABi (lAB), part~arly during the
summer months when lAB persohnel visit area beaches. Violent crime
does OCQJl' in Mersin but is compjarable to any other similar sized
city in the U.S. Low-level crime Such as petty theft ocxus
frequently. There are no off-lim~ sections of Mersin.
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5. (U) CIVIL DISTURBANCE:
III
A. (U) Although there are no knoWn planned protests against USN
assets in Turkey, protests and demonstrations by many groups are
common, typically occuning in~ larger cities. Anti-American
protests in Turkey have usually o~rred in Istanbul, Izmir, Ankara,
or Adana, where there is an established U.S. presence.
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DOS (h)( 1) I .0. IJ52h 1.-1 (d) 

E. (U) Protests have occurred ~ughout Turkey in response to the 
late May 2010 Gaza Aid flotilla inpident. About 10,000 protestors 
gathered in Istanbul to demo~e against the actions taken by 
Israel during the incident. In Anldua, 23 people were detained by 
police during their protest in a M<IOonalds chain resta~nnl. 
Protests related to this incident ate likely to continue in the near 
future. Service members are ren\inded to avoid large gatherings of 
people. (32,39} ! 
Ill . 
6. (U) MEOICAUHEAL THISAFETf: 
Ill ' 
A (U) The National Center for M~dical lnteUigence (NCMI) assesses 
an INTERMEDIATE RISK for in~ us disease In Turkey, with an 
overall disease risk that will advel15ely impact mission 
effectiveness unless force health ;protection measures are 
implemented. i 
Ill . 
B. (U) NCMI assesses that recentiy reported Hantavirus hemorlflagic 
fever with renal syndrome (HFRS) cases in the Northwestern city of 
Sartin confirm the occurrence of 11uman hantavirus exposure in 
Turkey. Hantaviruses are carried ~nd transmitted by rodents, which 
shed the viruses in their Ll'ine. It Is likely that one or more 
viruses are circulating and have bieen present for many years. It is 

I 

! 

i 
PAGE 05 RUEWMFC0412 S E C!R E T NOFORN 
less likely these reports represent;any new viruses to the region. 
(28) : 
Ill ! 
C. (U) According to USEMBASSY!Ankara, the Turkish Health Ministry has 
reported 460 cases of H1 N1 (SWII)e Au) since the outbreak began in 
the spring of2009. (29) ! 

Ill i 

D. (U) According to the Infectious psease Alert issued by NCMI on 
19DEC08, avian inlluenza has ~n detected in domestic poultry in 
northwestern Turkey, though the~ have been no reports of human 
cases. Turkish authorities have et:liled thousands of birds in 
response. Personnel can avoid e~re to the virus by staying away 
from poultry facilities With live birds, not handling any dead birds 
they might find (either in a market br just laying around), and 
consuming only fully cooked foods; 
Ill : 
E. (U} Turkish health care does no~ compare well to that in other 
middle -income countries and has •n overall shortege of all types of 
medical personnel. The most highly qualified specialists practice 
in Ankara, Istanbul, or lzmir. 

PAGE 06 RUEWMFC0412 S E C ~ E T NOFORN 
Ill ! 
F. (U) Sanitation varies by location i but is typically below U.S. 
standards even in major urban are!ls. Local food and water sources 
(including ice) may be contaminatea with pathogenic bacteria, 
parasites, and viruses to which mo~ U.S. service members have 
little or no natural immunity. · 
Ill 
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E. (U) Protests have occurred ~ughout Turkey in response to the
late May 2010 Gaza Aid flotilla i~ident. About 10,000 protestors
gathered in Istanbul to demo~e against the actions taken by
Israel dUring the incident. In An~ra, 23 people were detained by
police during their protest in a MQDonalds chain restalnnt.
Protests related to this incident ate likely to continue in the near
future. service members are reminded to avoid large gatherings of
people. (32,39) !
11/ '
6. (U) MEOICAUHEALTHlSAFETf:
11/ '
A (U) The National center for M~dical IrteUigence (NCMI) assesses
an INTERMEDIATE RISK for in~us disease In Turkey. with an
ovel8l1 disease risk that will adve~ly impact mission
effectiveness unless force health ;protection measures are
implemented. \
11/ .
B. (U) NCMI assesses that recentiy reported Hanlavirus hemorTtlagic
fever with renal syndrome (HFRS) cases in the Northwestern city of
Bartin confirm the occurrence of I1uman hantavirus exposure in
TUrkey. Hantaviruses are carried ~nd transmitted by rodents. which
shed the viruses in their Ll'ine. It Is likely that one or more
viruses are circulating and have ~n present for many years. It is

I
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less likely these reports representiany new viruses to the region.
(28) :
III !
C. (U) According to USEMBASSV!Ankara, the Tur1tish Health Ministry has
reported 480 cases of H1 N1 (SWIr)e Au) since the outbreak began in
the spring of 2009. (29) !

//I i

D. (U) According to the Infedious psease Alert issued by NCMI on
19DEC08, avian influenza has ~n detected in domestic poultry in
northwestem Turkey, though the~ have been no reports of human
cases. Turltish authorities have cQIled thousands of birds in
response. Personne! can avoid eJlposure to the virus by staying away
from poultry facilities with live birds. not handling any dead birds
they might find (either in a market br just laying around), and
consuming only fully cooked foodS;
//I :
E. (U) Tur1dsh health care does not compare well to that in other
middle -income countries and has ~n overall shortage of all types of
medical personnel. The most highly qualified specialists practice
in Anlcara, Istanbul, or Izmir.
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//I !
F. (U) Sanitation varies by location Ibut is typically below U.S.
standards even in major urban areits. Local food and water sources
(induding ice) may be contaminate<J with pathogene bacteria,
parasites, and viruses to which mo~ U.S. service members have
little or no natural immunity. '
1/1
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G. {U) During the warmer month$ of March through October, ecological 
conditions countrywide (pamcula;r1y in southern areas) support 
arthropod vectors, including mo~uitoes, ticks, and sand flies with 
variable rates of disease transm~on. 
Ill . i 
H. (U) Istanbul is home to The American Hospital, which is a modem, 
fuHy equipped medical facility loqated ten minutes from the port. 
The hospital has a twenty -four "*'ur emergency room, ambulance 
services and MEDEVAC her~eo'*r. 
Ill u : 
I. (C) Mersin has inadequate m"ical facilities. Two main hospitals 
provide a total capacity of370 ~- Mersin hospital Devlet State 
has 290 beds and can probably ~rovide emergency ~re in cases of 

! 
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extreme urgency. Three other hqspitals are also in the Mersin area: 
Mersin Hospital lsci Sigontala (80 beds); Mersin Hospital Atas 
Refinery; and Mersin Hospital ~mal Tanriove. 
Ill ' 
J. (U) lzmir's Kent Hospital is a rrjodern, fully equipped medical 
facility located fifteen km from the port. The hospital has a 
twenty-four hour emergency roo~. ambulance services and MEDEVAC 
helicopter. The port of lzmir has an ambulance parked in the cruise 
ship terminal. · 
J/1 1 

K (U) Antalya's local hospital is the Akdemiz University Hospital. 
It is a major trauma center. It is Ideated 8 km from the port. The 
hospital can be contacted at 22271-4343 or request an ambulance by 
calling 112. ! 
Ill : 
7. (U) WEAPONS OF MASS DE$TRUCTION (WMD): 

nos (h)( 11 ~ .o. 1 ~:'2C• 1.-1 (eli 

I : i;: i l~ 1 .I... :- a.: e e :' ~ 

DOS (hi( I) I .0. I ':'2h 1.-1 (d) 

9. (U) MISCELLANEOUS: 
Ill . 
A. (U) This threat assessment wa$ produced from the analysis of all 
available intelligence community a~ NCIS information regarding 
Turkey. NCIS conducts routine liaiSOn and other security engagement 
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G. (U) During the warmer mOnth$ of March through October, ecological
conditions countrywide (particula:r1y in southern areas) support
arthropod vectors, including mo~uitoes, ticks, and sand flies with
variable rates of disease transm~on.
III . i
H. (U) Istanbul is home to The American Hospital, which is a modem,
fully equipped medical facility Ioqated ten minutes from the port.
The hospital has a twenty -four ,,*,ur emergency room, ambulance
services and MEDEVAC herlCO,*r.
IIIU
I. (C) Mersin has inadequate m,",icel facilities. Two main hospitals
provide a total capacity of370~. Mersin hospital Devlet State
has 290 beds and can probably ~rovide emergency ~re in cases of
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extreme urgency. Three other hqspitals are also in the Mersin area:
Mersin Hospital Isci Sigontala (80 beds); Mersin Hospital Atas
Rennery; and Mersin Hospital ~mal Tanriove.
III '
J. (U) lzmir's Kent Hospital Is a niodern, fully equipped medical
facility located fifteen km from the port. The hospital has a
twenty-four hour emergency roo~, ambulance services and MEDEVAC
helicopter. The port of Izmir has lIIn ambulance parked in the cruise
ship terminal. '

1/1 I

K (U) Antalya's local hospital Is the Akdemiz University Hospital.
It is a major trauma center. It is Ideated 8 Ian from the port. The
hospital can be contacted at 22271-4343 or request an ambulance by
calling 112. !
III i
7. (U) WEAPONS OF MASS DE$TRucnoN (WMD):

DOS (h)( I) ~ .0. 1~:'2(\ 1.-1 (d)

I:;: i l~ J ..... :- lo:.. :' ~

DOS (h)( I) I ,0. 1':'2(, 1.-1 (d)

9. (U) MISCELLANEOUS:
/II ,
A. (U) This threat assessment wa$ produced from the analysis of all
available intelligence community ape! NCIS information regarding
Tlrtey. NCIS conducts routine liaISOn and other security engagement
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activities with the Turkish law enforcement, primarily through its 
representative at the U.S. /J.Jr Force Office of Special 
Investigations (AFOSI) in Anka~y relevant threat information 
emerging subsequent to this a . ent will be provided under 
separate cover to affected DON i::omponents. 
Ill i 
B. (U) SOURCES: . 
Ill 
(1 

(3) "\( IS (h)(7)(1 ) 
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activities with !he Turkish law entorcement, primarily through its
representative at the U.S. fJ.Jr Force Office of Special
Investigations (AFOSI) in Anka~s:y relevant threat information
emergill;! subsequent to this a ent will be provided under
separate cover to affected DON i::omponents.
III '
B. (U) SOURCES:
III
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Ill . 

'\(IS ih)(7)(1·) 

.. ... ··-, 

C. (U) NCIS ADMIN DATA: i 

ORN 

REPORT OF INVESTIGATION (QLOSED) 03JUN10 
THREAT ASSESSMENT (II) ~L: 03JUN10 -2582-0193-SGNA/C 

i 
i 

' 
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ClfTHREAT ASSESSMENT ISTANBUii TURKEY 
MADE ATI0025/NCISHQIL T hi,.§!Ji 
ACTION 1 • 

MTAC: UPDATE THREAT ASSE$sMENT 
DlST: ONLY REPORT i 
Ill ! 
10. (U) U.S. POINTS OF CONTAd,T FOR INCIDENT REPORTING AND FEEDBACK: 
Ill 
A. (UIIFOUO) DoD personnel are reminded of their requirement to 
promptly report the following: : 
(1) Any unofficial contact with an o~cial of a diplomatic 
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ClrrHREAT ASSESSMENT h.*".URKEY
MADE ATfOO25INCISHQlLT
ACTION I'

MTAC: UPDATE THREAT ASSE$sMENT
OIST: ONLY REPORT i
1/1 !
10. (U) U.S. POINTS OFCONTAqr FOR INCIDENT REPORTING AND FEEDBACK:
III
A (UlIFOUO) DoD personnel are leminded of their requirement to
promptly report the following: ;
(1) Any unofficial contact with an O~cial of a diplomatic
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CLASSIFICATION: SECRET 
Page 14of 16 

establishment. , 
(2) Any recurring contact with a ~n-U.S. citizen in which financial 
ties are established. ', 
(3) Information concerning sabo,ge, terrorist organizations, or 
subversive activity that may po~ a direct ttveat to U.S. personnel, 
facilities, activities, or resources. ; 
(4) Requests by anyone, regardl•ss of nationality, for unauthorized 
access to classified/controlled information. 
(5) Any contact with an individual; regardless of nationality, If 

! 
i 

PAGE 08 RUEWMFC0414 S E cJ: RET NOFORN 
e.xploitation by a foreign irtelligerice service is suspected. 
(6) Information indicating the deliberate oompromise orconveyed 
intertion to compromise DoD imqrmation. 
Ill . 
B. (U) Naval Criminal lnvestiga~ Service European Field Office 
Naples, COMM 39-81-568-1613, i DSN 626-4613. 
Ill i 
C. (U) NCIS Multiple Threat Alert! Center (MTAC) 24-Hour Watch, COMM 
202 433-949019418, DSN 288-949019418. 
Ill : 
D. (U) U.S. ConsUate Istanbul, CoMM 90-212--335-9000; U.S. Embassy, 
Ankara, COMM 90-312-455-5555; USDAO Ankara, COMM 90~12-468-6110, 
EXT300. I 

Ill 
E. (U) U.S. Air Force Ollice of ~cial Investigations (AFOSI) 
Special Agents provide law enfor¢ement and a high level of support 
to DON assets in Turll:ey: EUTY ~ara Commercial 90-312-418-1934, DSN 
672-2139. NCIS Intelligence O~rations Specialist luran Ozb.lf<oglu 
at AFOSI Detachment 521 in Ank~ra is the NCIS referent in Turkey for 
deployed U.S. Navy and U.S. Manne Corps assets. He can be reached 

PAGE 09 RUEWMFC0414 S E dR E T NOFORN 
at COMM: 90-312-418-1934, OS~: 314-672-2139\CELL: 90-032-785-3152, 
NI~R~ertttt~ncis.navy.mil, ; SIPRNet: ml~"!!-d@afosi.af. 
smrl.mal ~ 
Ill 
F. (U) Municipal Police: 412-1369) 155. 
HI ! 
G. (U) Ambulance: 412-1029; ttzr· 
Ill 
H. (U) Husbanding Agent: 0532-~10-1449; 0532-215-5166. 
Ill : 
11. (U) PREPARED BY: LTtt'L1f!i!f*, NCIS MTAC Europe/Africa 
Division. , 
Ill ' 
12. (U) COORDINATED WITH: t-JtA. 
Ill ' 
PLEASE CONTACT US WITH Atff QUESTIONS/COMMENTS VIA OUR WEB PAGE. 
REQUESTS FOR INFORMATION'! (RFI) MAY ALSO BE SUBMITIED VIA THE RFI 
SUBMISSION LINK AT: 

SIPRNET HOMEiijPI'AIGEill: 
SIPRNET RFI: 111 

PAGE 10 RUEWMFC0414 S E C ~ E T NOFORN 
.rfi 
JVVICS 
JVVJCS RFI: 

CLASSIFICATION: SECRET 
Page 14of 16 
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CLASSIFICATION: SECRET
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establishment. I

(2) Any recurring contact with a !Jon -U.S. citiZen in which financial
ties are established. "
(3) Information conceming sabo*ge, terrorist organizations, or
subversive activity that may po~ a direct threat to U.S. personnel,
facilities, activities, or rescurces. :
(4) Requests by anyone, regardl.ss of nationality, for unauthorized
access to dassifiedlcontrolled information.
(5) Any contact with an individual; regardless of nationality, If

l

i
PAGE 08 RUEWMFC0414 S E cl: RET NOFORN
e>eploitatlon by a foreign irtelligerlce service is suspected.
(6) Information indicating the deliberate oompromlse or oonveyed
intermn to compromise DoD imqrmation.
1/1 '
B. (U) Naval Criminal Investiga~ service European Field Office
Naples, COMM 39-81-568-1613,:OSN 626-4613.
1/1 i
C. (U) NelS Multiple Threat AJertiCenter (MTAC) 24-Hour Watch, COMM
202 433-949019418, DSN 288~019418.
III :
D. (U) U.S. Col1SlAte Istanbul, CoMM 90-212-335-9000; U.S. Embassy,
Ankara, COMM 9O~312-455-5555; USDAO Ankara, COMM 90-312-468-6110,
EXT 300. ~
11/ \
E. (U) U.S. Air Force OIIice of 8r*cial Investigations (AFOSl)
Special Agents provide law enfor¢ement and a high lever of support
to DON assets in Turltey: EUTY ~ara Commercial 90-312-418-1934, DSN
672-2139. NCIS Intelligence O~rations Specialist Turan OztlIkoglu
at AFOSI Detachment 521 in Ank~ra is the NCIS referent in Turkey for
deployed U.S. Navy and U.S. Manne Corps assets. He can be reached

PAGE 09 RUEWMFC0414 S E dR ET NOFORN
at COMM: 90-312-418-1934, DS~: 314-672-a.CELL: 90~2-785-3152,
NI~R~'t1'!1"'@nc/s.navy.mil,:SIPRNet:__n@afosLaf.
smrl.mll !
11/
F. (U) Municipal Police: 412-1369l 155.
1/1 !
G. (U) Ambulance: 412-1029; 112:

rIII
H. (U) Husbanding Agent: 0532-~10-1449; 0532-215-5166.
1/1 :
11. (U) PREPARED BY: LTd'''!'''", NelS MTAC EuropelAfrica
Division.
1/1
12. (U) COORDINATED WITH: t-.VA.
11/ .
PLEASE CONTACT US WITH AtoN QUESTIONs/COMMENTS VIA OUR WEB PAGE.
REQUESTS FOR INFORMATION! (RFI) MAY AlSO BESUBMITIED VIA THE RFI
SUBMISSION LINK AT:

SIPRNET HOME.,P.A.,GE.:
S1PRNET RFI:

PAGE 10 RUEWMFC0414 SEC ~ E T NOFORN
.IIi i
JWICS HOMEPAGE:
JINICS RFI:
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DEPARTMENT OF THE NAVY 
OfFice OF THE CHIEF OF NAVAL OPERATJONS 

2000 NAVY PENTAGON 
WASHINGTON, DC 20350-2000 

5720 
Ser DNS-36MW/15Sl07056 
9 Oct 15 

-?PSRFT/Na?antl - Unclassified upon removal 9f enclosure (1} 

From: 
To: 
Via: 

Subj: 

Encl: 

Chief of Naval Operations {DNS-36) 
U.S. Depart~ent of Justice, Assistant U.S. Attorney 
Department pf Defense, Office of Freedom of Information 

FREEDOM OF \INFORMATION ACT (FOIA) CONSULTATION FOR CENTER 
FOR CONSTI~IONAL.RIGHST (MS. KATHERINE GALLAGHER); 
FOIA TRACKI~G NUMBER DON-NAVY-2015-007022 

(1) Departm~nt of State (DOS) memo of 12 Jun 15; 
DOS Cas(e Number F-2010-04163; Segment LA-0004; 
(w/encls S/ /NF) 

1. This is in ref!erence to a Freedom of Information Act { FOIA) 
litigation consult:ation from the Department of State dated June 

I 
12, 2015, that ag~ncy forwarded three classified documents 
marked C05717368 (i7 pages}, C05717372 {7 pages), C05717378 (15 
pages), and referred them to this office for review. The 
following informa~ion is provided as our release recommendations 
to DoD FOIA effie~ and for coordination with Department of 
Justice, U.S. Attorney and for a final release determination to 
Department of Jus~ice and ultimately to the requester. 

2. After consul tiing with the Commander, U.s. Naval Forces 
Europe, Africa (CNE-CNA-C6F), it was determined that the subject 
documents in Tab A are currently and properly classified in 
accordance with t~e Ex~cutive Order 13526, Section 1.4 (c) which 
concerns intelligence activities (including convert action), 
intelligence sourqes or methods of cryptology, and thus exempt 
from disclosure under FOIA 5 U.S.C.§ 552 (b) (1}. In addition, 
the foreseeable harm of such information could reasonably be 
expected to cause 

1
identifiable damage to the national security 

as it would alert !the subject country of the tracking of their 
vessels. The marked up copy of the subject documents were 
provided by the Department of State (see Tab B) . 



Subj: FREEDOM OF ~NFORMATION ACT (FOIA) CONSULTATION FOR CENTER 
FOR CONSTITUTIONAL RIGHST (MS. KATHERINE GALLAGHER); 
FOIA TRACKI~G NUMBER DON-NAVY-2015-007022 

3. You may instrUct the requester that ~he may appeal any 
denials cited by tpe Commander, u.s. Naval Forces, Europe, and 
Africa. Appeals snould be in writing to: The Office of the Judge 
Advocate General Ccode 14), Department of the Navy, 1322 
Patterson Avenue, !SE, Suite 3000, Washington Navy Yard, DC 
20374-5066. The appeal must be received in that office within 60 
calendar days fro~ the date of the requester's letter in order 
to be considered. !The requester should provide a statement 
regarding why the ~appeal should be granted and include a copy of 
the original requ~st with the appeal letter. It is recommended 
that the letter of appeal and the envelope both bear the 
notation of "Freedom of Information Act Appeal." 

I 

5. Questions conderning the action this office has taken during 
the processing of tthis consultation may be directed to our FOIA 
service center at !(202) 685-0412. For questions regarding DOS 
litigation matters, please contact AUSA attorney, Mr. Jean-David 
Barnea at (202) 647-2679. For questions concerning CNO DNS-36 
litigation matter~,- please contact DON FOIA/PA attorney advisor, 
Mr. Steven Fische~ at (202) 685-0412, and please reference the 
case tracking nu~er cited above. 

Sincerely, 

i 
j. R/.~=0 

.Head, DON FOIA/PA Program Office 

Copy to: 
DOS (Ref: F-2010-64163 Segment LA-0004) 
CNE-CNA-C6F (Ref: :SER SJA/071} 

'?'721~ - unclassified upon removal of enclosure (1) 

2 



t,Tnited States Department of State 

Jfrctshington~-D.C. 20520 

SECRET//NOFORN : 
JUN 1 2 2015 

(UNCLASSIFIED WH;EN SEPARATED FROM ATTACHMENT) 

TO: 

FROM: 

SUBJECT: 

Robin Patterson 
FOIA Contact 

Case No. F-2010-04163 
Segment: LA-0004 
Requester: Katherine Gallagher 

Chi~f of Naval Operations (DNS-36) 
2000 Navy Pentagon 
Washington, DC 20350-2000 

' 
~.f,{ 

Jolni F. Hackett, Acting Director 
Offibe of Information Programs and Services 

FOI(P A Referral for Direct Reply: LITIGATION 

In processing this request, we have located the attached documents 
which originated wfth your agency. 

Please be advised that this case is in litigation and that the Department 
of State ("DOS") isi under an expedited production schedule. Please review 
the enclosed material and respond through Assistant U.S. Attorney Jean­
David Barnea, at Jean-David.Barnea@usdoj.gov, telephone (212) 637-
2679, within thirty, (30) days from the date of this letter. We suggest that 
you consult with y~ur office of general counsel and ask that you send DOS a 
copy of your reply to Mr. Barnea. Please refer to our case number in your 
copy to us and senq it to: A/GIS/IPS/PP/LA, SA-2 Room 8100, Department 
of State, Washingtqn, D.C. 20522-8100. 

If you have any questions, please call the reviewer, James Elliot, at 202-
663-2069; or the case analyst, Stephen Quatannens, at 202-663-1694. 

l . . .. 
Attachments: Dept Of the Navy (OPNAV) PA/FOIA Polic 

l• 

l 
t· 

I 

Copy of request I¢tter Freedom ~f Information/Privacy Act Req~e 
Documents: C05.717368 COS 7173 72, C057173 7~ate Rr.cetved:(,/25/15 SLat~tory due date: "'7A.,? 

' ' DON PAIFOT A/cons'llt Track'~~umber._._.·~____...._.~ 
Acknowledgement d8te: rJ L~ r: 

tl 
SECRET//NOFORN 

(UNCLASSIFIED WHEN SEPARATED FROM ATIACHMENn 
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DEPARTMENT OF THE NAVY 
OPFICE OF THE CHIEF OF NAVAL OPERATIONS 

2000 NAVY PENTAGON 
WASHeCGTON, DC 20350-2000 

5720 
Ser DNS-36MW/15S107057 
9 Oct 15 

-8i:CUT/lJ9P9RH - Unclassified upon removal of enclosure (1) · 
! 

From: 
To: 
Via: 

Subj: 

Ref: 

Chief of Na~al Operations (DNS-36} 
u.s. Department of Justice, Assistant u.s. Attorney 
Department pf Defense, Office of Freedom of Information 

; 

FREEDOM OF \INFORMATION ACT (FOIA) CONSULTATION FOR 
CENTER FOR CONSTITUTIONAL RIGHST (MS. KATHERINE 
GALLAGHER);: FOIA TRACKING NUMBER DON-NAVY-2015-007023 

{a) Department of State (DOS) memo of 12 Jun 15; 
DOS Case Number F-2010-04163; Segment LA-0005; {U} 
(w/encl~) (S/ /NF) 

1. This is in ref¢rence to a Freedom of Information Act (FOIA) 
litigation consult~tion from the Department of State dated June 
12, 2015, that agency forwarded eight classified documents 
marked C05717439 (~pages), C05717442 (6 pages), C05717465 
(6 pages), COS717468 (6 pages}, C05717475 (6 pages), 
C05717476 {6 pages), C057i7515 (5 pages), C05717517 {5 pages). 
The following information is provided as our release 
recommendations to! DoD and for coordination with DOJ and final 
release determinat~on. 

2. After consulting with the Commander, u.s. Naval Forces 
Europe, Africa (CNE-CNA-C6F), it was determined that the 
subject documents in Tab A are currently and properly 
classified in acco~dance with the Executive Order 13526, 
Section 1.4 (c) wh~ch concerns intelligence activities 
(including converti action) , intelligence sources or methods of 
cryptology, and thUs exempt from disclosure under FOIA 5 
U.S.C.§ 552 (b) (1)1. In addition, the foreseeable harm of such 
information could ~easonably be expected to cause identifiable 
damage to the natipnal security as it would alert the subject 
country of the trapking of their vessels. The marked up copy of 
the subject docume~ts were provided by the Department of State 
(see Tab B) . : 

?1.· 
!:I 
p 

I[ 



Subj: FREEDOM OF iiNFORMATION ACT {FOIA) CONSULTATION FOR 
CENTER FOR !coNSTITUTIONAL RIGHST (MS. KATHERINE 
GALLAGHER);: FOIA TRACKING NUMBER DON-NAVY-2015-007023 

I 

3. You may instr~ct the requester that she may appeal any 
denials cited by t~e Commander, u.s. Naval Forces, Europe, and 
Africa. Appeals s~uld be in writing to: The Office of the 
Judge Advocate General (Code 14), Department of the Navy, 1322 
Patterson Avenue, SE, Suite 3000, Washington Navy Yard, DC 
20374-5066. The appeal must be received in that office within 
60 calendar days from the date of the requester's letter in 
order to be consi~red. The requester should provide a 

- statement regarding why the appeal should be granted and 
include a copy of the original request with the appeal letter. 
It is recommended ~hat the letter of appeal and the envelope 
both bear the nota;tion of "Freedom of Information Act Appeal." 

4. Questions conc~rning the action this office has taken 
during the processiing of this consultation may be directed to 
our FOIA service c~nter at (202) 685-0412. For questions 
regarding DOS litigation matters, please contact AUSA attorney, 
Mr. Jean-David Barpea at (202) 637-2679. For questions 
concerning CNO DNs;-36 litigation matters, please contact DON 
FOIA/PA attorney a~visor, Mr. Steven Fischer at (202) 685-0412, 
and please refererice the case tracking number cited above. 

Sincerely, 

R. Patterson 
Head, DON FOIA/PA Program Office 

Copy to: . 
DOS (Ref: F-2010-0~163; Segment LA-0005) 
CNE-CNA-C6F (Ref: ~ER SJA/071) 

i8£~W/N9PQRN - Unplassified upon removal of enclosure (1) 
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Un:ited States DepartmmtofState 

Washington, D.C. 20520 

SECRET//NOFORN i 
JUN 1 2 2015 

(UNCLASSIFIED WHEN SEPARATED FROM ATIACHMENT) 

TO: 

FROM: 

SUBJECT: 

( 
I 

i 

Robih Patterson 
FO~Contact 

Case No. F-2010-04163 
Segment: LA-0005 
Requester: Katherine Gallagher 

Chief of Naval Operations (DNS-36) 
2000!Navy Pentagon 
Was~ington, DC 20350-2000 

; ~Ftl 
John iF. Hackett, Acting Director 
Offi~e of Information Programs and Services 

FOYPA Referral for Direct Reply: LITIGATION 

In processing ~his request, we have located the attached documents 
which originated wi~ your agency. 

i 

Please be advised that this case is in litigation and that the Department 
I . 

of State ("DOS") is lUlder an expedited production schedule. Please review 
the enclosed material and respond through Assistant U.S. Attorney Jean­
David Barnea, at Jean-David.Barnea@usdoj.gov, telephone (212) 637-
2679, within thirty (30) days from the date of this letter. We suggest that 

I 

you consult with your office of general counsel and ask that you send DOS a 
copy of your reply to Mr. Barnea. Please refer to our case number in your 

I 

copy to us and send jt to: A/GISIIPS/PPILA, SA-2 Room 8100, Department 
of State, Washington, D.C. 20522-8100. 

i 

If you have ~y questions, please call the reviewer, James Elliot, at 202-
663-2069; or the cas~ analyst, Stephen Quatannens, at 202-~?.~~ 1694. 

Attachments: : 

!'1 
i ' 

Copy of request letter 
Eight documents 

Dept Of the Navy (OPNA V) P A/FOIA Policy Offi 
Freedom Of Information/Privacy Act Request 
Date Received:({/2shs Statutory due date:~1r...;o2..........,1"'!"' 
DON PA/FOTA/consult Tracking Number. 015 · 
Acknowledgement date:___,~.;N~..:./~A-;___ 

SECRET//NOFORN 
(UNCLAS~IFIED WHEN SEPARATED FROM A IT ACHMENT) 

1: J.: 



DEPARTMENT OF THE NAVY 
OFFICE OF THE CHIEF OF NAVAL OPERATIONS 

2000 NAVY PENTAGON 
WASHINGTON, DC 20350-2000 

5720 
Ser DNS-36MW/15S107979 
2 Nov 15 

SB€RH•/HeFIMl - U~classified upon removal of enclosure (1) 

From: 
To: 
Via: 

Subj: 

Encl: 

Chief of N~val Operations (DNS-36) 
U.S. Depar~ment of Justice, Assistant u.s. Attorney 
Department !of Defense, Office of Freedom of Information 

FREEDOM OF :INFORMATION ACT (FOIA) CONSULTATION FOR CENTER 
FOR CONSTI~UTIONAL RIGHST (MS. KATHERINE GALLAGHER); 
FOIA TRACK~NG NUMBER DON-NAVY-2015-009255 

I 

(1) Depart~ent of State (DOS) memo undated; 
DOS Ca~e Number F-2010-04163; Segment LA-0006; 
(w/encl~ S//NF) 

1. This is in re~erence to a Freedom of Information Act (FOIA) 
litigation consul~ation from the Department of State undated 
memo, that agency ;forwarded one classified document marked 
C05711614 (4 pages) for a review. The following information is 
provided as our release recommendations to DoD FOIA office and 
for coordination ~ith Department of Justice, U.S. Attorney and 
for a final release determination to Department of Justice, U.S. 
Attorney and ulti~ate~y to the requester. Please be advised that 
the requester has ~not been advised of this action. 

2. After consulting with the the Director, Naval Criminal 
·Investigative Service (NCIS) (Code OOLJF), it was determined that 
some portions of t~e subject document is currently and properly 
classified in accordance with the Executive Order 13526, Section 
1.4 (C) & (D) whi~h concerns intelligence activities {including 
convert action), fntelligence sources or methods of cryptology, 
and thus exempt fi:om disclosure under FOIA 5 U.S.C.§ 552 (b) (1). 
In addition, some ;portions are exempt from disclosure to 5 
U.S.C. § 552 (b)(~), since release of this information would 
result in a clearry unwarranted invasion of their ·personal 
privacy. In addition, some portions are exempt from disclosure 
pursuant to 5 U.S .;c. § 552 (b) ( 7) (E) , this information must be 
protected as it w~uld disclose techniques and procedures for law 
enforcement invesdigations or prosecutions, or would disclose 
guidelines for la~ enforcement investigations or prosecutions if 
such disclosure could reasonably be expected to risk 
circumvention of ~he law. 

. if 



Subj: FREEDOM OFiiNFORMATION ACT (FOIA) CONSULTATION FOR CENTER 
FOR CONSTituTIONAL RIGHST (MS. KATHERINE GALLAGHER); 
FOIA TRACK~NG NUMBER DON-NAVY-2015-009255 

I 

3. You may instrqct the requester that she may appeal any 
denials cited by tihe Director, Naval Criminal Investigative 
Service {Code OOLJt). Appeals should be in writing to: The Office 
of the Judge Advocate General (Code 14), Department of the Navy, 
1322 Patterson Avcinue, SE, Suite 3000, Washington Navy Yard, DC 
20374-5066. The a~peal must be received in that office within 60 
calendar days from the date of the requester's letter in order 
to be considered. ;The requester should provide a statement 
regarding why the !appeal shpuld be granted and include a copy of 
the original request with the appeal letter. It is recommended 
that the letter of appeal and the envelope both bear the 
notation of "Freedom of Information Act Appeal. 

4. Questions conderning the action this office has taken during 
the processing of ;this consultation may be directed to our FOIA 
service center at ;(202) 685-0412. For questions regarding DOS 
litigation matter~, please contact AUSA attorney, Mr. Jean-David 
Barnea at (202) 63;7-2679. For questions cop.cerning CNO DNS-36 
litigation matter~, please contact DON FOIA/PA attorney advisor, 
Mr. Steven Fische~ at (202} 685-0412, and please reference the 
case tracking numaers cited above. 

Copy to: i 

DOS (Ref: F-2010-0\4163 Segment LA-0006) 
NCIS (Ref: SEROOLJF/15U2053) 

Program Office 

SBe!!:B'f/lfiPOIQT - uniclassified upon removal of enclosure (1) 
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